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ABOUT INDIAN INSTITUTE OF LEGAL STUDIES

The Indian Institute of Legal Studies established in the year 2010 has evolved into a unique
system of imparting legal education not only in North Bengal but also as an emerging education
and Research Centre in the SAARC region with the establishment of the Centre for SAARC on
Environment Study & Research. Acknowledged as one of the best law colleges in India, 111S is
nestled in the cradle of the quaint Himalayas and picturesque surroundings assimilating nature
and education, a combination which is a rarity in itself. IILS is an institute that promotes holistic
study in Law in the form of short-term courses, field work, experiential learning, and Clinical
legal classes in addition to the regular undergraduate course. Post Graduate courses and

Research Centre are already functional, which will mature into doctrinal courses.

The Institution takes pride in hosting workshops for police officers of North Bengal on Human
Rights and Cyber Crimes, where the institute was privileged to have the presence of eminent
police officers and scholars from different corners of the country. The Bureau of Police
Research & Development, Ministry of Home Affairs, Government of India had approved the
organising of a vertical interaction course for IPS officers on Criminal Justice Delivery System
which was witnessed by the gracious presence of the Hon'ble Judges of the Supreme Court of

India and the various High Courts.

The Institution has been organising a series of National and International Seminars,
Conferences, Symposiums, Workshops and Inter and Intra Moot Court competitions. The
Institute had started with organising a national seminar on the "Civil Justice Delivery System".
Today, it has reached the peak of organising international seminars with the SAARC Law

Summit & Conclave being the blooming one.

Even during this pandemic, the Indian Institute of Legal Studies was the first of its kind in this
region that had undertaken the initiative of conducting online classes for the students of
both UG and PG courses to reach out to the students through online teaching learning
mechanism from the very initial period of lockdown. Also, the college has successfully
conducted internal examinations through online mode so that the continuous evaluation of

students does not come to a halt.

The Institution's vital location, its active participation in imparting knowledge and moulding its
students into sensible and responsible individuals has brought to its credit to serve as the

nucleus for education in the North Bengal region. The emphasis in academic development with
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Its adoption of inter-disciplinary and practical approaches has aided its students to gain a deeper
understanding of the learning process and value for education. Additionally, it has not merely
laid the importance for the value and the need to be educated individuals, or to serve as efficient
lawyers, but more essentially, to be reborn as socially viable and responsible beings to construct

appropriate mechanisms for building a better society for the coming future.
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MESSAGE FROM THE PATRON

SHRI JOYJIT CHOUDHURY

Founder Chairman

Indian Institute of Legal Studies

In the wake of the Covid-19 pandemic, the world has embarked on a journey of healing, where
each passing day brings renewed hope and resilience. Amidst the shadows of personal and
professional losses, humanity emerges, forging new pathways of strength and perseverance. As the
adage goes, "When one door closes, another opens," the darkness that enveloped us has sparked in

us an indomitable spirit, empowering us to craft our destinies amidst adversity.

In the face of great challenges, we, as members of the esteemed Indian Institute of Legal Studies,
Siliguri, have persevered to uphold the noble spirit of education and academic pursuit. With
unwavering determination, we have ignited the flames of research, inspiring students, scholars,

academicians, and passionate contributors to delve into the vast realms of knowledge.

It fills me with profound joy and a sense of pride to bear witness to the remarkable journey of the
IILS Law Review, crafted by the esteemed members of the Indian Institute of Legal Studies,

Siliguri.
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| extend my heartfelt appreciation to all those who have contributed tirelessly, transforming invaluable
ideas into meticulously crafted pieces of intellectual excellence. Together, we continue to uphold the noble

tradition of scholarly inquiry and dissemination, enriching the legal landscape with our collective wisdom

and insight.

f&

JOYNT CHOUDHURY
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MESSAGE FROM EDITOR IN CHIEF

Dr. Trishna Gurung

Principal-in-Charge
Indian Institute of Legal Studies

It is with immense pleasure that I present to you the
latest issue of the IILS Law Review. This journal
remains committed to fostering high-quality

academic discourse in the legal field, offering a

. platform for rigorous analysis, critical evaluation,

and thoughtful commentary on contemporary legal
iSsues.

As we continue to steer the evolving legal landscape,
this issue echoes our journal’s dedication to
addressing both traditional and emerging areas of
law. From discussions on constitutional and

environmental principles to explorations of nuanced

legal challenges concerning digital evidences, surrogacy, and socio-economic policy, the IILS

Law Review strives to provide its readers with thought-provoking scholarship.

We take great pride in featuring valuable contributions from academicians, legal scholars,

practitioners, and students. Their research not only augments our understanding of law but also

sparks evocative debates that shape the future of legal practice and jurisprudence.

| extend my heartfelt gratitude to the authors, reviewers, and the editorial board for their

persistent efforts and dedication in maintaining the high standards of this journal. | am self-

assured that the diverse perspectives presented in this edition of the journal will inspire, educate,

and challenge our readers.

Thank you for your continued support and engagement with the 1ILS Law Review. We look

forward to your feedback and contributions in future editions.

Best Regards,

Teshongy

Dr. Trishna Gurung
Editor-in-Chief
IILS Law Review
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DIGITAL EVIDENCE: A CHALLENGE FOR THE PROSECUTION IN
INDIA
Prof (Dr.) Rajesh Kumar Chopra®

Abstract

It is a fact that in recent times, technology plays a vital role, and with the upcoming usage of the
internet as well as the “Over the Top (OTT”) platform, there is a need to examine whether the
traditional system of admissibility of evidence is applicable in E media under the given provisions
of applicable laws or there is a need to use new tools to make legal system synchronized with new
technologies. The over usage of these technologies also comes up with so many banes compared
to boon, and the Government of India also made certain amendments to the Evidence Act in 2000
to create a balance between the evidence deposition and i.e., available on any electronic media.
Nowadays, a person’s life is an open book on social media accounts, and there are many instances
where the evidence is directly or indirectly available on their accounts, but the only thing is to look
out properly. Inthis article, an attempt has been made to understand the issues and challenges which
may arise while using the new technologies in the courtroom while presenting the evidence in any
case, moreover, special training is also required while using electronic evidence and presenting
before the court without any tempering. This article also suggests a way forward as a planned
action to make the best use of evidence to support the prosecution in succeeding in its viewpoint.
It is expected that new tools no doubt will help in the effective administration of justice backed by

the sanction of law.

Keywords: Digital Evidence, Whatsapp, Evidence, OTT, Analysis.

! Professor, at School of Law at University of Petroleum and Energy Studies (UPES) Dehradun.
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1. PROLOGUE

In a technology-driven society, a virtual world has taken a front seat, which is nothing but a mirror
reflection of the real one, where virtual evidence plays a vital role. However, unlike real evidence,
virtual evidence can be in abundance, as multiple copies can be generated by using the facilities
available. Such information in the form of data creates a network that provides a variety of facilities
on various facets like online shopping, gaming, blogging, news, money transactions, and many
more of similar nature. It is therefore essential to understand and appreciate the fact that what
happens in the event of breach of contract in a commercial contract through online transactions or
the information decoded or misused without a right such as copyright infringement, patent claims,
etc., which may give rise to issues of trespass, theft, fraud, including making defamation statement;
as well as using such unauthorized information in offences like cyber-attack. The current business
scenario also justifies that the number of users in the virtual world are much large and therefore,
the quantum of damages is multifold. Therefore, the value of evidence in the virtual world becomes

critical.

In this article, an emphasis is made to understand the nature of electronic evidence as well as its
admissibility including the issues and challenges; including the evidence obtained through

Whatsapp as an intermediary and to suggest the way forward.

To proceed further on the subject, the term ‘electronic data’ refers to a technology where existing
data is changed into binary numeric form. Electronic evidence is also referred to as digitally
accessible evidence or computer evidence, which includes any relevant information stored or
transmitted in digital form that a party to the contract may use during trial. While accepting digital
evidence, the determination of its relevance, veracity, and authenticity must be ascertained by the
court to establish if the fact is hearsay or if a copy is preferred to the original.

It is well established fact that the evidence(s) in such cases is not only limited to the information
available on computers but also extends to any evidence stored on any electronic devices such as

phones or multimedia devices.?

2 p. Mali, Linked In, Electronic Evidence/ Digital Evidence & Cyber Law in India.. available at:
https://www:.linkedin.com/pulse/electronic-evidence-digital-cyber-law-india-adv-prashant-mali- (last visited Jan 20,
2023).
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Taking into consideration the fact that most of the transactions are increasingly electronic in nature,
the courts do consider electronic evidence taking cognizance of primary evidence based on the
source or in cases where authenticity of source is verified by the certifying authority. Say for
instance, sources like information on Facebook or Twitter, which is dynamic in nature, but if
downloaded on a personal computer can be treated as a static source. The same holds good for the
information captured through CCTV. Even though such evidence sometimes is the only evidence
and has strong evidentiary value, but still these are being challenged before the judicial authorities

on various grounds.

It is a matter of fact that electronic records have certain inherent challenges which are not faced in
the case of physical record(s); as electronic data is easy to create, copy, alter, destroy, and transfer
from one medium to another. Thus, by their nature, electronic record(s) can be easily manipulated.

It is, for this reason, their accuracy and reliability are often questioned.

It also creates a conflict between the relevancy and admissibility of electronic evidence, something
that has been recognized by jurisdictions across the world.® Having emphasized the fact that
electronic evidence is fragile and can easily be destroyed?, it is also to be kept in mind that it is not
easy to remove or delete an electronic record totally from a device. Such evidence mostly remains
on the hard drive of the computer even after the deletion of the information. Copies of original
record may remain in hidden places, where the offender(s) may attempt to destroy this crucial
evidence. However, through the process of debugging by technical experts, portions of deleted
files can still be recovered long after they have been deleted from the device. It is with this
background; one can say that the electronic evidence is unique and valuable for investigation
purposes, whereas paper evidence can easily be destroyed.

In order to understand issues and challenges which comes up in electronic evidence; there is a need
to examine Section 65-A & 65-B of the Evidence Act for the purpose of admissibility along with

an assessment whether the existing provisions are sufficient or requires a revisit.

3 A. Vaidialingam, (2015). “Authenticating Electronic Evidence: 865b, Indian Evidence Act, 1872”. NUJS Law
Review. Available at: http://nujslawreview.org/wp-content/uploads/2016/11/04_ashwini-vaidialingam.pdf (last
visited on Jan 21, 2023).

4Cybercrime: Digital Cops in a Networked Environment, available at:
https://www.tandfonline.com/doi/abs/10.1080/15536548.2007.10855811 (last visited on March 10,
2023).
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2. INDIAN EVIDENCE ACT

S. 65 states that, the secondary evidence may be presented on “the existence, condition, or contents
of a document, in cases where the “existence” goes to “admissibility” of a document, “contents”
of a document are to be proved after a document becomes admissible in evidence. S. 65-A speaks
of “contents” of electronic records and S. 65-B speaks of “admissibility” of electronic records
which deals with “existence” and “contents” of electronic records being proved once admissible

as evidence.

These provisions provide a methodology and admissibility of information contained in electronic
records. The marginal note to S. 65-A indicates that “special provisions” as to evidence relating to
electronic records are included therein. The marginal note to S. 65-B refers to the conditions for
“admissibility of electronic records”. The word “may” under S. 65-A, does not suggest that it is
mandatory, and the court has the liberty to ask or require other or different conditions for proving

the contents of an electronic record.

Many a times there is a confusion between digital and virtual evidence. For a person with common
parlance, there is no difference as digital information is not real but virtual, but it may not mean
that it's vice-versa. Therefore, the distinction between Digital Evidence and Virtual Evidence

becomes necessary for better understanding of the subject.
Some of the fine points between digital and virtual evidence are as under: -

I Accessibility: An electronic record that is accessible through an offline mode is digital
evidence and an electronic record accessible through an online mode is virtual
evidence. However, if something is downloaded from the internet and stored on a
computer and is no longer available online, it becomes digital evidence. Therefore, it
can be said that “A/l virtual evidence(s) are digital evidence, but all digital evidence(s)
are not virtual evidence.”

ii. Nature of electronic data: If an electronic record is stored in an electronic device in
its digital form and remains static, it is called digital evidence. Whereas, if the evidence
is online, keeps on multiplying and modifying, and is not static, it is called virtual

evidence.
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In recent times, the miscreants plan to commit an offense in a closed setup using the internet,
WhatsApp, telegram, etc., as it is felt by miscreants that these can be manipulated. Moreover, it is
felt by miscreants that it is not using the state-controlled network. This means that virtual evidence

does play a vital role in this electronic world.

Coming back to S. 65, one finds that S. 65-B does not clarify the responsible authority, which will
form the incident response team and lay down the procedure for investigation by the
investigator(s). Moreover, there is no mention of a specific standard that needs to be followed
during the investigation and how to come to a consensus on that standard is based on facts and
circumstances of the case and where the standard of care is not mentioned, the courts take its own
decision, taking cognizance of the requirement of S. 65-A to B treated as an electronic record.® In
this regard, the Karnataka High Court laid down certain conditions in Twentieth Century Fox Film
Corporation v. NRI Film Production Associates (P) Ltd.,° where the contents were procured
through video conferencing of a witness who could not make himself physically present in the
courtroom as his place of residence was at a remote distance. This was later relied on in Amitabh
Bagchi v. Ena Bagch.” These decisions shows that the Courts have the discretion to introduce
conditions required for proving electronic evidence. Say, if the output is taken from a computer as
a printout on paper, or in an optical or magnetic media then it can be considered as a document
provided it fulfills the conditions for a “computer output” provided under S. 65-B (2) of the

Evidence Act.

To have better clarity on electronic evidence, a question was raised in Shathi Mohammad v. State
of Himachal Pradesh;® whether videography of the scene of crime or scene of recovery during the
investigation should be necessary to inspire confidence in the evidence collected. It was argued
that if the electronic evidence, was relevant and produced by a person who was not in the custody
of the device from which the electronic document was generated, the requirement of such a

certificate is not mandatory.® Further, it was also argued that S. 65-B is a procedural provision,

SSection 65-B being a non-obstante provision and therefore, any information contained in an electronic record in a
printed-on paper stored, recorded, or copied in optical or magnetic media produced by a computer shall be deemed to
be a document only if the conditions specified under sub-section 65- B (2) are satisfied without further proof or
production of the original.

& Twentieth Century Fox Film Corporation v. NRI Film Production Associates (P) LtdAIR 2003 Kant 148.

" Amitabh Bagchi v. Ena Bagc AIR 2005 Cal 11.

8 Shafhi Mohammad v. State of Himachal Pradesh Civil Appeal No. 4226 Of 2012.

9 Shafhi Mohammad v. State of Himachal Pradesh Civil Appeal No. Civil Appeal No. 4226 Of 2012.
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which is invoked to prove relevant admissible evidence and it was intended to supplement the law
on the point by declaring that any information in an electronic record, covered by the said
provision, was deemed to be a document and admissible in any proceedings without further proof
of the original. The Hon’ble Court while considering several other pronouncements and the
American Jurisprudence on the subject held that the procedural requirement under S. 65-B (4) of
furnishing certificate is to be applied only when such electronic evidence is produced by a person
who can produce such certificate being in control of the said device and not of the opposite party.
The Hon’ble Court also clarified that in circumstances wherein the electronic evidence has been
produced by a party who is not in possession of the device, would be against the interest of justice
to require the production of a certificate under S. 65-B (4) of the Evidence Act. The Court held
that S. 65-B of the Evidence Act is a procedural aspect and therefore a requirement of a certificate
is not mandatory and can be relaxed in the interest of justice. This means that even if a mandatory
certificate is impossible to get, the absence of such a certificate should not result in a miscarriage
of justice by denying the admissibility of crucial evidence which would point out the truth or
falsehood of a particular set of facts.

In Arjun Pandit Rao Kotkar v. Kailash Kushan Rao Gorntyal,*® the Court while dealing with the
matter of an election petition, challenged the election contested by the petitioner based on the issue
that the nomination to the election was filed by the respondents after the end of the timeline. In
this case, the respondents submitted the video recording to prove the allegations that the petitioner
submitted its nomination after the timeline. The Election Commission submitted the compact disc
of video recording as per the instructions of the High Court but the relevant certificates pertaining
to the authenticity of Video evidence were not submitted according to S. 65-B (4) to the Court
despite many requests by the petitioner. But an officer of the Election Commission during the
cross-examination testified that the recordings submitted before the court was original and
authentic. In due consideration of the fact, the court recorded the statement of the officer and
admitted the evidence without any relevant certificates. The court concluded that the “substantial
compliance” with reference to S. 65-B, was testified by the competent officer that the video

recordings were original and authentic. The matter further escalated before the apex court and in

10 Arjun Pandit Rao Kotkar v. Kailash Kushan Rao Gorntyal Civil Appeal Nos. 20825-20826 Of 2017.
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such circumstances, the Apex Court interpreted S. 65-B (4) for dealing with the following issues:

e “Whether a certificate under S. 65-B (4) must be produced even when an original record of
the electronic evidence is available, or does it have to be given only when a secondary record

of the electronic evidence is produced?”

e “Whether compliance with S. 65-B (4) is mandatory even in a situation when it is not

possible to obtain the certificate from the competent authority?”

Further while disposing of the case, the Apex Court pointed out that S. 65-B (1) gives clear
segregation about the ‘original’ electronic record, that subsists in any computer where the
information or data was first stored; and what are the secondary copies that are made from original.
In the present case, the primary evidence of video recording would be the computer of the Election
Commission where the recording is first stored. Rest evidence like Compact Discs is copied from
Primary and is called secondary evidence and required an essential certificate when produced
before the court, and no need of submitting any certificates if the original is produced. Further, if
the situation is where it’s very difficult to produce primary and original evidence then the owner
of the computer/tablet/mobile phone will be called for giving his testimony that the device where
the information is first stored is owned/operated by him. If the “computer” or any electronic device
is of such a nature that it is impossible to bring the primary evidence before the court, then the
secondary evidence along with the certificates of originality could be produced before the court
under S. 65-B (4).

The Apex Court considered its earlier decision in Anvar P.V. v. P.K. Basheer!! which held that
Section 65-B in itself specified the procedures of submission of secondary evidence and was not
affected by the other sections of the Indian Evidence Act, and the Court observed that — «...if an
electronic record as such is used as primary evidence under Section 62 of the Evidence Act, the
same is admissible in evidence, without compliance with the conditions in Section 65-B of the
Evidence Act.” Further it has been clear that this dictum should be read by avoiding “under Section
62 of the Evidence Act. ” Because S. 65-B is a specific provision for submitting secondary evidence
and shall likely to overcome S. 62.

11 Anvar P.V. v. P.K. Basheer Civil Appeal No. 4226 Of 2012.
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If we look at the judgment in Tomaso Bruno (2015)*2 and Shafhi Mohammad (2009)*3, the court
concluded that S. 65-B is not a complete code. However, these cases have not considered its earlier
decision in Anvar P.V. v. P.K. Basheer (2014)*. It was also pointed out that the decision in Shahfi
Mohammad (2009)* case was misinterpretation of law while concluding that S. 65-B is merely a
procedural provision. It was also clarified that the requirement of obtaining a certificate can be
dispensed of when the electronic device storing the records is inaccessible. It also highlighted that
it is incorrect to conclude that difficulties may arise while obtaining the certificate, as there are
provisions under the Evidence Act (S. 165), the Civil Procedure Code (Order XV1)*, and the
Criminal Procedure Code (S. 91 and S. 349)7; which empower the Court to order to produce any
document or thing required during the trial. It was accordingly stated that “a person can, in any
case, make an application to the court for issuance of the order to produce any ‘document’ which
may constitute electronic evidence, in a situation, where he is unable to obtain the certificate under
S.65-B (4).”

The real challenge comes when the competent authority refuses to grant the certificate to a party
who wishes to rely on the electronic record and has no choice except to apply to the Court for an
order to produce the requisite certificates. Based on this premise, the Court concluded in the instant
case that the obligations under S. 65-B (4) are mandatory, and not voluntary, which means it is a
condition precedent before secondary copies of an electronic record can be admitted as a piece of
evidence. Then the question arises when the electronic evidence should be presented?

Since the evidence act, acts as corroboration to the act done and therefore it should be presented
before the trial begins and in no case after the conclusion of the trial. It means it’s a journey even
before the beginning of the trial till the conclusion. It is this bracket within which, that the Court

can direct the production of the certificate under S. 65-B (4).18

In Arjun Panditrao Khotkar's case!® S.C after clarifying the scope of S. 65-B upheld the decision

12 Tomaso Bruno v. State Of U.P Criminal Appeal No. 142 Of 2015

13 Shafhi Mohammad Civil Appeal No. 4226 Of 2012.

14 Anvar P.V. v. P.K. Basheer (2014Civil Appeal No. 4226 Of 2012.)

15Shahfi Mohammad v State of Himachal Pradesh (Special Leave Petition (Crl.) No.2302 Of 2017.
16 Code of Civil Procedure, 1908 ,Order XVI

17 Code of Criminal Procedure Act, 1973 Section. 91,349

18 Arjun Panditrao Khotkar v. Kailash Kishanrao Goratyal (2020) 7 SCC 1.

19 1hid
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of the High Court, although the court relied on electronic evidence which was not certified;
however, H.C relied on other evidence in order to arrive at the decision that nomination paper by
the candidate was not filed within the stipulated time. The court also pointed out that in situations
where other evidence is available, the obligations and trusted under S. 65-B (4) cannot be dispensed
with. The Court clarified that it is a condition precedent in all situations where secondary copies of
an electronic record are to be produced, it is mandatory to obtain a certificate under S. 65-B (4)

apriorist.

Based on the above judgments on the subject, the position of electronic evidence under S. 65 is
now ample clear. However, with the use of mobile networks and mainly chatting on WhatsApp,
the evidentiary value of WhatsApp communication, there is also a need to analyze these

application tools considering judgments deliberated in the preceding paras.
3. ANALYSIS OF EVIDENCE OBTAINED THROUGH WHATSAPP

One of the critical question, which need to be analyzed is whether the evidence obtained through
WhatsApp as a source can be termed as primary or secondary evidence. If one looks at WhatsApp
as a tool, wherein there is a camera icon on the platform. If a sender uses the camera provided by
the platform to send a part of the evidence, then it will fall under the category of primary evidence.
However, if the sender captures a video through the mobile camera itself and sends the video using
the platform, then it can be termed as secondary evidence, even though the video itself forms
primary evidence, but a copy of primary evidence falls under clauses (2) & (3) of S. 63 of the

Evidence Act.

One of the requirements for primary and secondary evidence is to give “notice” to the opponent,
before producing the evidence in the court of law. There is no notice required to be given while
producing primary evidence, whereas, in the case of secondary evidence, a notice must be given
to the opposite party.?’ Nonetheless, it is a well-established principle that primary evidence is the

best evidence in all cases.?

The Madras High Court in Chinnasamy v. Duty. SP of Police, Udumalpet Subdivision?, laid down

2 K. D. Gaur, K.D. Gaur - Textbook on The Indian Evidence Act (Universal LexisNexis, 2nd Ed., 2020).
2 1bid.
22 Chinnasamy v. Duty. SP of Police, Udumalpet Subdivision Crl.A.N0s.162 to 165 & 183/2018.
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the standards to determine the evidentiary value of electronic evidence as well as the admissibility
of the electronic record. Here, the appellant filed an election petition to annul the election of 1%
respondent's election on the grounds that alleged songs, announcements, and speeches made as
part of election propaganda amounts to corrupt practice. the songs, announcements, and speeches
were recorded using in electronic instruments, which were then fed to the computers. The court
mentioned the following conditions to be satisfied in order to consider the statements as an

electronic record in any proceedings pertaining to electronic evidence:
“There must be a certificate that identifies the electronic record containing the statement.

e The certificate must describe the manner in which the electronic record was
produced.
e The certificate must furnish the particulars of the device involved in the

production.”
3.1 Cases dealing with WhatsApp

The High Court of Punjab & Haryana in Rakesh Kumar Singla v. Union Of India?3, ruled against
the Union of India in the matter relating to Narcotics due to the fact that there was no certificate
issued from WhatsApp authority certifying the authenticity of the messages which the petitioner
could be implicated. The Court also relied on the Judgement by the Hon’ble Supreme Court in the
matter of Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal®*, where the Apex Court held
that a certificate under S. 65-B of the Act must be produced when reliance is being placed on

electronic records.

Further, it is very difficult to obtain certificates under S. 65-B of the Evidence Act from WhatsApp
authorities, for the purpose of fulfilling the requirements. Whenever a certificate is required from
WhatsApp authorities, a request has to be made to the WhatsApp LLC, law enforcement response
Team with the necessary costs and the documents. The real problem lies when WhatsApp will not
provide a certificate unless the party about whom the information is sought or demanded to be

collected provides his/her consent to obtain the data from WhatsApp thereof. In case the owner or

23 Rakesh Kumar Singla v. Union Of IndiaCRM-M No0.23220 of 2020.
2Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantya(2020) 7 SCC 1.
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creator of information does not provide consent to WhatsApp, then WhatsApp authorities will not
issue the certificate, which will make it difficult for the prosecution to sustain its case in any legal

proceeding.

The Official who is investigating the matter should fulfill the following considerations according

to WhatsApp policy on the provision of data and certificate:

i Terms of Service of WhatsApp and applicable laws of the Country.

ii. The request should be consistent with internationally recognized standards including
human rights, due process and the rule of law.

iii. Mutual legal assistance treaty requests or letter rogatory may be required to compel the

disclosure of the contents of an account.

In this regard, WhatsApp will be preserving account records in connection with official criminal
investigations for a period of ninety (90) days pending its receipt of the formal legal process.?®
Still, a request can be made to preserve messages for the future. Moreover, WhatsApp will not
retain any data which is deleted unless a request is made to WhatsApp by the prosecuting

authorities or state or union government.

To understand the issues pertaining to the value of information relating to WhatsApp and its utility
as evidence; can be seen from an illustration i.e., If ‘A’ misbehaves with ‘B’ using WhatsApp as a
medium, and A deletes the conversation from both devices using the option “delete for everyone”,
then an official who is investigating the issue has to send a request to WhatsApp law enforcement
online request system (hereinafter referred to as “WLORS”). WLORS then sends a request to “A”
seeking consent of “A” for providing the information to the investigating officer. It is possible that
“A” may refuse to provide the information taking reliance on Article 20 (3) of the Indian
Constitution as he is being compelled to give consent to incriminate himself. If he does not give
consent, then WLORS will not be able to provide the data requested by the investigating officer.
Due to this approach, there is a likelihood that the offender may be acquitted as the information is

well within the domain of WLORS but cannot be used against A by sharing with a

25 WhatsApp, Information for Law Enforcement Authorities. (n.d.). WhatsApp Help Center, available at:
https://fag.whatsapp.com/444002211197967/?helpref=uf_share (last visited on March18, 2023).
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third party and thereby weakening the prosecution case.

While using WhatsApp, there could also be a situation wherein the forwarded messages may relate
to the facts of the case. The real challenge will be with a “forwarded” WhatsApp message. There
could be two ways in which this can be interpreted. One way of interpretation can be labelled as
“hearsay”. Another way is technical, a copy of the original message. It is being crossed by a
platform and WhatsApp usually reduces the size of a photo or a video. The file will be resized
once it is sent through WhatsApp.2® As a matter of fact, a document loses its evidentiary value
once it is modified or edited. However, the defense may use it as an object that once the file is
modified or a copy of the file is modified or altered, then the veracity of file is questionable and

not reliable.

On the basis of above, one may look into the information technology rules?’ 2021 (hereinafter
referred to as IT Rules 2021), which were drafted after a number of issues both in the OTT platform
as well as social media, Facebook, Twitter as well as WhatsApp and Telegram, etc. in order to
have a better insight concerning the digital or virtual evidence. It is, therefore, necessary to
understand the terms “originator”, “intermediary”, and “addressee”. As, it is possible for a person
to be the creator of one electronic communication while being the addressee of another. Say, for
instance, A writes an e-mail to B. The e-mail is delivered to B. In this case, A is the originator, and
B is the addressee. Now B responds to A. In this case, B becomes the creator and A becomes the
recipient. The function of the middleman remains constant in this process of e-mail interaction
between A and B. An intermediary serves as a mediator and a third-party service provider. The
Act also mentions the concept of "intermediary™ to establish the required difference between

originators or addressees and third parties.?®

26 \WhatsApp, how to send pictures on WhatsApp without losing quality: Follow these simple steps. Available at:
https://www.bgr.in/how-to/how-to-send-pictures-on-whatsapp-without-losing-quality-follow-these-simple-steps-
1032713/ (Last visited Jan. 29, 2023,)

21T (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021.

28 \Vakul Sharma, Information Technology Law and Practice. GOOGLE Books (Universal Law Publishing, 3"
ed., 2011).
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4. EVOLUTION AND FADING OUT OF E2EE

In the current decade, End-to-end encrypted (hereinafter referred to as “E2EE”), which is nothing
but a method of secured communication which prevents the third party from accessing data while
it is transferred from one end system to another. Here the content or communication through these
channels is accessible even to providers of the service. But this channel should be flexible/loosened
in some cases to help the prosecution to take this piece of information as material evidence to

support its case in order to secure justice for the victims of crime.

The Indian IT Rules, 2021 casts an obligation on intermediaries to create a regulatory framework
for online curated-content platforms and digital news publishers. Rule 4(2) of the IT Rules, 2021
delas with traceability of the originators of text messages through online messenger service
providers such as WhatsApp. Moreover, the platforms that have deployed E2EE by themselves
also use such data to combat harmful content; for instance, WhatsApp proactively scans all
unencrypted data of users to detect and stop abusive content such as child sexual exploitation and
other forms of abuse. However, the E2EE offered by WhatsApp has made this platform popular
among people who want to talk privately and be away from the eyes and ears of law enforcement
agencies. Similarly, another service, Matrix, has outlined how users and administrators deploying

Matrix can moderate content and apply specific rules based on metadata.?®

Further, the IT Rules, deals with the identification of tracing the origin of information for specific
purpose only when it is required by a judicial order or when an order is passed under S. 69 by a
competent authority under the Information Technology (Procedure and Safeguards for
Interception, Monitoring, and decryption Information) Rules, 2009 as stated by Rule 4(2).
However, this also places potential risks on the data and the private messages of individuals to be
used illegally by hackers and people with mala fide intention to commit crimes. Therefore, there
is a need to examine Rule 4(2); A significant social media intermediary (hereinafter referred to as
SSMI) providing primarily messaging services shall validate the spotting of the primary pioneer
of the information generated in its computer resource requires a judicial order to be passed by a
competent court having jurisdiction to pass an order under s. 69 or by the competent authority , as

29 Matthew Hodgson Matrix.org. Combating abuse in Matrix - without backdoors. Available at:
https://matrix.org/blog/2020/10/19/combating-abuse-in-matrix-without-backdoors (last visited on Jan 30, 2023).
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mentioned in the IT Act, 2000.

Rule 4(2) requires the SSMI providing services primarily as messaging applications are required
to provide the identity of the message's originator if required to do so by the competent authority.

According to SSMI, this clause has the potential to throw their whole business model into question.

For starters, E2EE makes it difficult for the intermediary to determine what information was sent
and who shared it. Secondly, to comply with the instructions of competent authority, the
intermediary must maintain track of all accounts, not only the account user against whom the order

is (indirectly) directed.

As an abundant caution, Rule 4(2) provides safeguards to ensure that authorities do not misuse the
authority vested in them. However, according to the K.S. Puttaswamy-test,%® Although the first
condition is met, the second criterion of a 'legitimate state interest' must consider the policy goal
underlying the statute. In this scenario, a variety of interests may be discovered that are represented
in the second requirement listed, such as the preservation of public safety and order, which may
also encompass the distribution of dis/misinformation under specific conditions that have become
a source of societal issues. As a result, there is unquestionably a 'legitimate state interest'.
Concerning the third criterion of proportionality, Justice Sikri in K.S. Puttaswamy-113* explored
several parts of the proportionality test, although much of his views were borrowed from the
Modern Dental College & Research Centre v. State of M.P32. Three characteristics were
recognized in this judgment as concretizing the first sub-criterion, which must be understood
within the social context of the grievance that the statute is designed to rectify. There is no dispute
that the messaging programs in India have been used for undesirable reasons. Incidences of mob
lynching, which are frequently associated with the spread of disinformation, has grown in the
recent times. A tragic example of dissemination of stories about a bunch of child abductors
spreading havoc in India via messaging platforms, resulted in the deaths of many people. This is
also encouraged by end-to-end encryption methods of messaging programs, in which users engage
anonymously. As a result, there is undoubtedly an urgent need to address this expanding threat.

30 K.S. Puttaswamy v. Union of India AIR 2017 SC 4161.
3L Ibid.
32Modern Dental College & Research Centre v. State of M.P, (2009) 7 SCC 751.
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The language of Rule 4(2) of the 2021 Rules, establishes the traceability obligation, which says
that this rule is applicable in circumstances when the government already has access to the contents
of a communication and just requires the capacity to determine its ‘first originator'. The contents
of end-to-end encrypted messages can only be discovered by getting access to one of the end-user
devices involved in a conversation or by a recipient of a message exposing the law-making
authorities. A person who is the first to present a specific message to a platform can be treated as
the "absolute originator" in the absence of a definition of the first originator. There is also a
potential of many originators or persons who have sent the same message independently, resulting
in various, dissimilar chains of forwarded messages, each pointing back to a different originator,

which can be referred to as 'relative originators’.

Therefore, if one investigates the suitability test, one needs to ensure that the measures can achieve
the desired results. In theory, tracking material originators can help law enforcement authorities
discover and prosecute persons responsible for generating illegal content or inciting a crime.
However, as stated in the preceding section, all traceability systems have major constraints that
prohibit them from reaching this aim while also posing operational challenges for messaging
services. Strictly speaking, metadata, which is collected through online services being dynamic in
nature can assist the investigating/enforcement agencies to detect and investigate the crime as it
provides comprehensive information about the user activity and the networks being used by the

delinquent.®

If one looks at Rule 5, subsection 6 of the IT Rules; it states that the data must be allowed by the
service provider to all its users and to ensure that any information, which is found to be inaccurate
or deficient shall be corrected or amended as feasible. However, it does not specifically mention
deletion of data, which may be incorrect. Subsection 1 of rule 5 casts a duty on corporate and their
authorized representatives to obtain written consent from the data subjects with regards to the
sensitive information provided by them. This in other words means that the data subject must keep

themselves confidential information and should use it for the purpose specified.

33 David Cole, “We Kill People Based on Metadata™ available at: https://www.nybooks.com/online/2014/05/10/we-
kill-people-based-metadata/ (last visited March 20, 2023).
31T (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021.
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5. EPILOGUE

Based on the above discussion, one finds that online communication has become a prominent part
of individuals and businesses mainly with the usage of the Internet. With the rate at which the
Country is moving in this digital age, it is critical, how law enforcement agencies fully comprehend
today's technology trends and train their personnel to meet the legal challenges, collaborate with
experts from various fields to understand the nuances of each technology and educate the
prosecution and judicial systems if tangible results are to be seen; otherwise, it will be a case of the
left hand not knowing what the right hand is doing. Therefore, it is felt prudent that there is an
urgent need for improvement in law and law enforcement both in domestic and international setups
is equally relevant and significant in this direction. It has also been observed during the trial, that
the presiding officers of the court are often bombarded with the questions of admissibility of

electronic evidence, as this has impacted the judgment in civil and criminal suits.

It is therefore suggested that the court should consider this evidence with a microscopic eye as it
is the ease with which it may be manipulated that provides a barrier to admissibility that other
types of evidence do not. All the forms of electronic evidence available on digital media have their
own challenges. Sometimes it’s very difficult to analyze to figure out how much evidence and the
required documents is required for testifying specific piece of evidence. However, brainstorming

on electronic evidence at all levels continues to formulate a law consistent globally.
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COHERENCE OF MOTOR VEHICLES ACT, 1988 IN THE ERAOF
ARTIFICIAL INTELLIGENCE (Al) DRIVEN AUTOMATED VEHICLES

Mr. Rituraj Bhowal®® & Dr. Pallavi Devi*®
Abstract

Technological innovation and development in the discipline of Artificial Intelligence (Al) have
poured cognition to inanimate machines. This coded cognition has enabled machines to perform
intelligent tasks which were only human’s cup of tea. Initially, though Al was deployed to perform
mediocre tasks, such as solving algebraic problems, playing games etc., it indeed fascinated
humans. However, such fascination has turned into fear as Al was assigned to perform complex
cognitive tasks. One of such tasks is being performed by Al powered vehicles which is capable to
drive without any human dependence. These vehicles are assigned with the crucial responsibilities
such as reading traffic signals, analyzing the external environment, abiding traffic rules etc. These
tasks might sound uncomplicated to a human being but are likely to raise legal concerns in case
of an Al vehicle. Given this technological feat attained in the discipline of Al, this article analyses
the coherence of Motor Vehicles Act, 1988 to deal with the automated vehicles. Researcher also
throws light upon the legislative measures brought by countries like U.S.A, China and Japan to
deal with this Al-dilemma.

Keywords: Artificial Intelligence, Motor Vehicles Act, Automated Vehicles.
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1. THE CANVAS

Mankind has been using machines or tools since the age of stone to perform tasks in easiest way
using less force. Using axe to hunt animals, applying pulleys and levers to reduce force etc. are
some basic instances of such tools. Along with the progress of time these tools were also
modernized to accomplish various complex tasks. Impact of machines were visible with the
emergence of Industrial Revolution in eighteenth and nineteenth century, which caused machines
to penetrate multiple sectors like textile, transportation, iron industry etc. These newly developed
sophisticated machines though met the growing demands of humans, it did increase the machine-
caused causalities or injuries too. The scenario is evident from the data given by US National
Safety Council which stated that in the year 1912 near about twenty-one thousand labourers lost
their lives due to work-related injuries.®” In 1913, US Bureau of Labor Statistics also reported
almost twenty-three fatalities out of thirty-eight billion workers.®® Avrtificial Intelligence (Al) is
one of such areas of recent technological sophistication that has summoned severe socio-legal
disruptions.

Such disruption is evident with the unfortunate incident of 49-year-old lady named Ms. Elaine
Herzberg who was killed by an autonomous vehicle in the year 2018.%° Under normal circumstance
had the incident been committed at the instance of any human being, there would not have been
much dilemma in holding the human driver responsible. However, in the case of programmed
vehicle that functions without human dependence locating the liability becomes daunting due to
several factors. That is to say, whether the glitch was triggered due to fault of the developer or due
to any faulty instruction of the driver or owner of the vehicle cannot be easily deciphered due to
inexplicable and automatic function of Al. In other words, why the Al system took the decision to
kill the pedestrian cannot be decoded with enough ease and convenience. Therefore, it is necessary

to examine the existing laws of man-driven vehicles to determine their coherence for automated

37 Centre for Disease Control and Prevention, Achievements in Public Health, 1900-1999: Improvements in
Workplace Safety-United States, 1900-1999, 48 CDC MORBIDITY & MORTALITY WEEKLY REP. 461, 461 (1999),
https://iwww.cdc.gov/mmwr/preview/mmwrhtml/mm4822al.htm#top.

38 1d.

39 Associated Press, Backup Driver for Self-Driving Uber that Killed Arizona Pedestrian Pleads Guilty, THE
GUARDIAN (Aug. 1, 2023, 1:28 PM), https://www.theguardian.com/technology/2023/aug/01/uber-self-driving-
arizona-deadly-crash.
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vehicles. For that purpose, present paper is bifurcated in five heads. At first, the paper introduces
the dilemma of Al vehicles that are posed upon the traditional legal principles. Then the provisions
of the Indian motor vehicles law are examined in the light of the highlighted Al disruptions. At
last the paper examined the Al-specific laws for automated vehicles of U.S., China and Japan and

proposes necessary amendments to be brought in Indian legal regime.

2. LEGAL DISRUPTIONS OF AUTONOMOUS VEHICLES

As already discussed, that the legal disruption of Al driven entity is much different in comparison
with that of human beings. Such difference could be illustrated well by looking into three following

hypothetical situations.

Situation 1: A human driver, while running his car above the speed limit, hits a

person in the road.

Situation 2: A human driver, while abiding all the traffic rules, hits a person due to
sudden break failure despite due care & maintenance taken by the driver.

Situation 3: Al-driven car misapprehends the situation and meets with an accident.

Scrutinizing these three situations would entail that, in the first instance the driver’s conduct was
negligent, whereas in the second case it seems that the vehicle was faulty. In these two scenarios
the car was used as a tool by humans and law could possibly hold someone responsible for the
damage caused. That is to say, in the first situation the tort-feasor is the driver and in the second
case, strict product liability holds the manufacturer responsible. But a tort committed by an
independent Al system is distinctive than traditional torts in two terms as can be determined from
the third situation. First, the car in last case is not used as a mere tool rather an autonomous entity
which has the liberty to make decisions in real time. Secondly, unlike other two scenarios damage
caused by the Al-driven car is much more unpredictable. Thirdly, the process of decision making
of Al is so complex that even the developer or the manufacturer cannot possibly identify reason of
such fatality, i.e., inexplicability. These factors, viz., autonomous, unpredictable and inexplicable
behavior of Al poses a legal question upon both civil and criminal legal systems as briefly
discussed hereunder. These questions would be addressed by the researcher analyzing various

principles of tort law.
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Considering the third situation, as discussed earlier, one could reasonably argue that can the owner
of automated car be held vicariously liable by treating the car as an agent of owner? Or should the
manufacturers be held strictly accountable for defective products or they are to be considered
negligent? However, for holding the manufacturers liable for their negligent conduct it is necessary
to establish that damage or fatality is foreseeable and there is adequate proximity between
defendant and plaintiff.*® However, due to lack of transparency and inexplicability of Al function,
the issues of foreseeability of damage and proximity become difficult to establish. As foreseeability
is judged on the basis of the capacity of an ordinary person with his prudent sense; but under no
circumstance it could be argued that an Al entity would be judged on the basis of traditional human
centric principles of tortious liability. Further, to render the manufacturer strictly liable by invoking
the product liability it is necessary to establish that product was manufactured with some
significant fault in it. If it is practicable for a developer to use an algorithm in an Al system which
would cost less than the cost of damage, likely to occur without the algorithm; then the product
must be developed along with the algorithm. If, however, the developer does not include such
algorithm which was feasible for him to do, such product will be said to have a design defect.*!
Furthermore, if an Al product is developed with faulty algorithm or with knowledge base having
incorrect inputs which does not comply with the intended design of the product, then such fault can
be categorized as manufacturing defect.*? That apart, failure of the manufacturer to intimate the
consumer about the limitations and most probable risks associated with an Al product would also
render the product as defective. However, due to the unpredictability and self- development feature
of Al it is not practicable even for the manufacturer or the programmer to specify the risk associated

with Al entities.

Unlike negligence and strict product liability, application of the principle of vicarious liability
seems to be less daunting. According the principle of vicarious liability, if an auxiliary/agent
commits a tort then in such case the principal shall be held accountable for any loss incurred for

such tort.*® Such type of liability does not necessarily arise on principal-agent relationship rather

40 John Murphy & Christian Witting, Street On Torts 27 (13" ed. 2016).

4L F. Patrick Hubbard, Allocating the Risk of Physical Injury from “Sophisticated Robots”: Efficiency, Fairness &
Innovation, in RoBOT LAw 35 (Ryan Calo, A. Michael Froomkin & lan Kerr eds., 2016) (ebook).

42 George S. Cole, Tort Liability for Artificial Intelligence and Expert Systems, 10 COMPUTER L. J. 127, 167-168
(1990).

43 Expert Group On Liability And New Technologies, Joint Res. Ctr., European Union, Liability For

Artificial Intelligence And Other Emerging Digital Technologies 24 (2019).
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the same could be seen in the relationships of master-slave, parents-children and also teacher-
student. French Civil Code has gone one step further as it does not limit the applicability of
vicarious liability on the persons but it also covers inanimate objects. That is to say, the person is
liable not only for the for the conduct of his agent or servant but also for the things in his own
custody.** Having said that, the principle of vicarious liability can possibly be applied to determine
the liability for the damage caused due to Al. For instance, the owner of the automated vehicle can
be said to be vicariously liable for the damaged caused due to the vehicle. Application of the
principle of vicarious liability is different from the principles of strict-product liability and
negligence. As in the latter cases Al is treated as an inanimate object whereas in former case Al
has been given the status of agent of human being.*® Further, vicarious liability holds the owner or
user of Al entity as liable; whereas, in cases of product liability and negligence liability may be
incurred upon the user or developer. However, holding the owner or use of Al vicariously liable
does not obliterate all ambiguities. It is true that not all actions of the auxiliary will be ascribed to
the principal. Principal/employer is liable only for the act of his agent/employee which is done
under his supervision or during the course of employment. Similarly, if Al independently deviates
from its assigned task or behaves unpredictably then genuinely the user must not be held

vicariously liable.

In the foregoing discussion the researcher attempted to analyze both traditional and modern
concepts of tort in the light of scenarios involving Al entities. However, the discussion will not be
completed unless the question regarding liability to pay unliquidated damages is addressed. It is
undoubted that under any circumstances, be it strict-product liability, negligence or vicarious
liability, Al entities cannot be held to be financially liable. The reason being, Al entities do not
have proprietary rights rather they are owned as properties; as a result of which they cannot pay
the damages for tort committed by them.*® That apart, holding the manufacturer solely liable seems
unreasonable as manufacturer does not develop the Al system individually but along with the
members of supply chain.*” Similarly, only holding the user or owner liable is also not pragmatic
as manufactures are still in the best position to ensure Al-product safety weighing the possibility

44 Jacob Turner, Robot Rules: Regulating Artificial Intelligence 99 (Palgrave Macmillan 2019).

4 1d. At 101.

46 Ryan Abbott, The Reasonable Robot: Artificial Intelligence And The Law 63 (2020).

47 David C. Vladeck, Machines Without Principals: Liability Rules and Artificial Intelligence, 89 WASH. L. REV.
117, 148 (2014).
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of risk.*® In response to this dilemma there are two possible ways as discussed hereunder.

First possible way, as extended by David C. Vladeck, is known as Common Enterprise Liability
Doctrine. This doctrine proposes a strict no-fault liability regime in which all the all enterprises
which are involved in the process of manufacturing or developing Al, e.g., manufactures,
designers, all members of supply chain are jointly and severally liable for the harm/damage caused
due to their Al-based product.*® Therefore, entities having common end to develop an Al program
will have to undertake the responsibility to indemnify the plaintiff for the losses without invoking
the question of fault.® The second way, is to ascribe the Al entity a legal personhood with the
burden of compulsory self-insurance. That is to say, at the time of developing an Al system a
compulsory insurance pool has to be created for that Al which will be funded by not only creators
but also the owner.>! Therefore, in the event of damage caused by Al, the plaintiff will be in a

position to directly sue the Al and claim damages from the pool.
3. EXAMINING THE COHERENCE OF THE MOTOR VEHICLES ACT, 1988

The World Health Organization (WHO) in its Global Status Report on Road Safety, 2018 disclosed
that in every year on an average almost 1.35 million people across the globe are killed due to road
accidents.>? In the year 2020, India alone recorded 1,33,201 fatalities in road accidents,* i.e.,
almost 10 percent of the total causalities of the entire globe. To put it differently, in every hour
almost 15 persons die in India due to road accidents. Statistics highlight that the most of the
accidents are caused due to the error on the part of human, viz. drunken driving, over-speeding,
violating traffic rules etc.>* The troubling data of huge number of road accidents makes the way of

for Al to intervene in the field of automobiles. It is beyond doubt that Automated Vehicles driven

48 supra note at 64.

49 Yaniv Benhamou & Justine Ferland, Artificial Intelligence & Damages: Assessing Liability and Calculating the
Damages, in LEADING LEGAL DISRUPTION: ARTIFICIAL INTELLIGENCE AND A TOOLKIT FOR LAWYERS AND THE LAW
(Pina D’ Agostino, Carole Piovesan & Aviv Gaon eds., 2020).

%0 David C. Vladeck, Machines Without Principals: Liability Rules and Atrtificial Intelligence, 89 WASH. L. REV.
117, 149 (2014).

511d. at 150.

52 World Health Organisation [WHO], Global Status Report on Road Safety, 2018, at 23, CC BY-NC-SA 3.0 IGO
(June 21, 2021).

%3 Ministry of Home Affairs, Govt of India, Number of Persons Injured and Died in Road Accidents
(Culpability/Fatality) by Mode of Transport in India (2020), INDIASTAT, https://www.indiastat.com/table/crime-and-
law/number-persons-injured-died-road-accidents-culpabi/1416507 (last visited on Mar. 1, 2022).

5 Murali Krishnan, India Has the Highest Number of Road Accidents in the World, DW.Cowm,
https://www.dw.com/en/ (last visited Mar. 1, 2022).
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by Al will cut down the number of road accidents as Al is subject to human errors. Though safer,
Al cannot be said to be perfect substitute of human driver. Automated vehicles use Al driven
methods such as computer vision, light detection and ranging (LIDAR) etc. which are not
completely insusceptible to errors. This machine error raises the legal dilemma regarding the
liabilities which are likely arise due to automated vehicles. Different jurisdictions across the world
have introduces new set of rules or guidelines to regulate the Al-vehicles, such as, United
Kingdom, France, Germany and various states of U.S. In India, there is no specific legislation or
policy framework regarding Al driven vehicles despite the fact that Al is about to penetrate in the
automobile sector of India. Therefore, it is necessary to determine whether the existing laws

relating to motor vehicles in India is sufficient to cover autonomous vehicles.

Laws relating to vehicles in India was introduced for the first time in colonial period, i.e., in the
year 1918. Later on, in 1939 another law was which replaced the previous Act of 1918. Finally, in
the year 1988 the Parliament of India passed a comprehensive legislation for governing motor
vehicles within India.>® This Act was legislated keeping in mind various relevant factors such as
increase in number of vehicles, pollution control, no-fault liability of the owner, unrestricted flow
of goods and freights etc. Recently in 2019 the Act of 1988 was amended with an aim to ensure
better road safety.>® However, there is not a single provision in the Act of 1988 which explicitly

talks about automated vehicles.

3.1 Meaning of Motor Vehicle

The term motor vehicle or vehicle as defined in section 2(28) of the Motor Vehicles Act, 1988
covers only mechanically propelled vehicles which are used in roadways and also includes chassis
and trailer.®” The definition, however, excludes such vehicles which run on fixes rails or which are
used in factories or vehicles with less than four wheels and whose engine capacity is not more than
25 cubic centimeters.® The definition neither explicitly includes nor excludes the automated
vehicles. The term mechanically propelled vehicles as used in the definition is not sufficient to
bring Al-driven vehicles within the purview of the definition. Automated vehicles are not only

mechanically propelled but also driven by the computers enabling them to function without human

% The Motor Vehicles Act, No. 59 of 1988, 34 A.l.R. MANUAL 1 (6" ed. 2016) (India).

%6 The Motor Vehicles (Amendment) Act, No. 32 of 2019, Acts of Parliament, 2019 (India).

57 The Motor Vehicles Act, § 2(28), No. 59 of 1988, 34 A.1.R. MANUAL 1 (6" ed. 2016) (India).
%8 ]d.
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drivers.

3.2 Meaning of Driver

The Act of 1988, though does not define the term driver, but only considers a person to be driver
of avehicle. This is evident from Section 2(10) of the Act which defines the term Driving License.
According to the section the appropriate authority by way of issuing driving license authorizes a
person to drive motor vehicles.® It is evident that only a person can hold a driving license and only
a person having an effective driving license can drive a car.®® An Al mechanism as incorporated
in an autonomous vehicle cannot be considered to be a person and hence it does not qualify to be
a driver. Further, Section 2(9) states that a driver, in respect of vehicle which is pulled by another
vehicle, is the steersman of the drawn vehicle. In every situation the provisions of the Act of 1988
presuppose that vehicle must always be steered and controlled by a human person. Thus, letting an
autonomous vehicle to drive without any human persons is not within the scope of Motor Vehicles
Act.

But the question still remains, i.e., whether it is permissible to drive an autonomous vehicle in its
auto-driving mode under supervision of a human driver? To find answer to this question reference
can be made to section 109 of the Act of 1988. Sub-section (1) of section 109 provides that every
vehicle has to be constructed and maintained in such a manner that the vehicle remains within the
effective control of the person driving it.®* Contravention of this provision is backed by the
sanction imposed under section 182A as amended by the amending Act of 2019. This Section
provides punishment for the manufacturers, importer or dealers of vehicles for manufacturing or
selling or altering any motor vehicle in violation of section 109.52 Therefore, section 109 clearly
indicates that even if autonomous vehicles are approved, substantive control over the vehicle must
remain in the hands of human driver. In other words, it can be said Al vehicles cannot be driven

in India without effective human supervision.

5 1d, § 2(10).
60 1d, § 3.
6114, § 109(1).
6214, § 182A.

35|Page



1ILS LAW REVIEW Vol. 9 Issue 2/2023 ISSN 2320-5318

3.3 Liability for Al Vehicles

The Act of 1988 under Section 140 incorporated the principle of no-fault liability of the owner of
vehicle in cases of death and permanent disablement caused due to the accident by motor
vehicles.®® In cases of autonomous vehicles imposing strict liability only upon the owner might be
unfair to the owner as manufacturers are also in position to ensure safety in their product. However,
the Amendment of 2019 has repealed provision regarding the no-fault liability of owner and
instead enhanced the liability of insurer. Section 146 of the Act makes it obligatory for the owners
of vehicles to insure themselves against third party claims arising out of accidents caused by their
vehicles.®* This section too suffers from similar problem as in the case of section 140. For self-
driving cars, not only the owner but also the manufacturer including every member of supply chain

must be required to insure themselves against third party claims.

3.4 Protection of State-Of-The-Art Technology

The Motor Vehicles (Amendment) Act, 2019 has inserted a new provision in the Act of 1988, i.e.,
section 2B, which aims to incentivize innovation and research in the field of engineering of motor
vehicles.®® According to this section, the Central Government is empowered to exempt any specific
kind of mechanically propelled vehicle from the subjectivity of the Act. Al mechanism, being a
state-of-the-art technology might also qualify for the incentives as provided in section 2B of the
Act. However, such protection must be given keeping in mind the safety and reliability of the

automated vehicles.

4. LEGAL POSITION IN UNITED STATES

Regarding the automated regulation of automated vehicles multiple attempts were made by both
the federal and state governments. In the year 2017, for the first time the House of Representatives
has passed a bill (Safely Ensuring Lives Future Deployment and Research in Vehicle Evolution
Act) that governs highly automated vehicles.®® The proposed legislation aims to ensure safety and

security of automated vehicles by encouraging testing and deployment of such vehicles.®” Several

83 1hid

& 1bid

8 1hid

% H.R. 3388, 115th Congress (2017-2018): SELF DRIVE Act, H.R. 3388, 115" Cong. (2017),
https://www.congress.gov/bill/115th-congress/house-bill/3388.

67 1bid
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measures such as, establishing standards,®® safety assessments,®® ensuring cyber security” and
privacy protections,’* establishing HAV Advisory Council’? etc. were adopted in the legislation.
However, the companion bill in the Senate (American Vision for Safer Transportation through
Advancement of Revolutionary Technologies Act) was failed as the Senators opined that the
legislation was pre-mature in nature.” The SAFE DRIVE Act was further introduced in the House
in 2020 and again in 2021, but the bill is currently pending before the Sub-committee on Consumer
Protection and Commerce of the Congress.’

Apart from federal initiatives, different States of U.S. have enacted laws regulating the automated
vehicles. Regulation of automated vehicles in States of U.S. have been started since 2011. Nevada
was the first State to authorize deployment of automated vehicles and endorsement of driving
license for automated vehicles. Since 2011, total 41 States of U.S. and District of Columbia have
enacted legislation or issued executive orders regarding automated vehicles.”™ The legislations of
the states are not uniform in nature but provide different provisions and stipulations for deployment
of automated vehicles. For instance, the meaning of vehicle operator varies from one state to
another. The Legislation of Tennessee considers the autonomous driving system as the vehicle
operator,’® whereas, the law of Texas indicates towards natural person riding the vehicle.”
Georgia, on the other hand, states that the person who causes the vehicle to move is the operator
of such vehicle.” That apart, the governance and requirements of automated vehicles are strict in
a few States, whereas in other states the regulation is lenient.”® Most states have striven to create a
welcoming environment for HAV development. However, the lack of consistency creates much

8 1hid

89 1bid

70 1bid

" 1bid

72 1bid

733, 1885, 115th Congress (2017-2018): AV START Act, S. 1885, 115" Cong. (2017),
https://www.congress.gov/bill/115th-congress/senate-bill/1885.

" H.R. 3711, 117th Congress (2021-2022): SELF DRIVE Act, H.R. 3711, 117th Cong. (2021),
https://www.congress.gov/bill/117th-congress/house-bill/3711.

75 National Conference of State Legislatures, Autonomous Vehicles, Self-Driving Vehicles Enacted Legislation,
NCSL.ORG (Feb. 18, 2020), https://www.ncsl.org/research/transportation/autonomous-vehicles-self-driving-
vehicles-enacted-legislation.aspx#database.

6 Tenn., S.B. 151 (2017).

TTx. S.B. 2205 § 545.451(4) (2017).

8 Ga. S.B. 219/AP § 1(38) (2017).

" Bryan Gibson, Kentucky Transportation Centre, Analysis Of Autonomous Vehicles Policies 37-49 (2017).
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more complexities for the manufactures to comply with different set of rules.

5. LEGAL POSITION IN CHINA

In 2018, the Ministry of Industry and Information Technology (MIIT), Ministry of Public Security
(MPS) and Ministry of Transport (MOT) jointly issued National rules that pave the way for road
testing of autonomous vehicles in China.8% The National Rules contain requirements for test
vehicles and test drivers.! The Rules also specify the testing procedures. For example, a test driver
must always sit in the driver’s seat of the test vehicle during the test, monitor the status of the test
vehicle and the driving environment, and get ready to take over the vehicle anytime.®? Local
authorities at the provincial level will formulate implementation rules applicable in their own
areas.®® The Rules also requires for a temporary license plate is required for road testing of
autonomous vehicles.®* By the end of 2018, at least eight cities of China, including Beijing,
Shanghai, Shenzhen and Chongging had published their local rules and started issuing temporary
license plates for the road testing of autonomous vehicles in their areas.®®> Again in 2021, MIIT,
MPS and MoT jointly released Management Specifications for Road Testing of Intelligent and
Connected Vehicles (Trial) which replaced the Rules of 2018.8¢ These 2021 Rules mainly add
demonstration applications on the basis of road testing, allowing safe and reliable vehicles that
have passed a certain time or mileage road test to carry out manned and loaded demonstration
applications, and extend the test demonstration roads to highways, urban roads and areas including

expressways.®’

8 Zhineng Wanglian Qiche Daolu Ceshi Guanli Guifan [ 8EM B E B B ME IR A (111T)] [Administrative
Rules on Intelligent and Connected Vehicle Road Testing (Trial)] (promulgated by MINISTRY OF INDUS. AND INFO.
TECH. (MIIT), MINISTRY OF PUB. SEC. (MPS) AND MINISTRY OF TRANSP. (MoT), Apr. 11, 2018, effective May 1,
2018) (China).

81 bid

8 Ibid

8 1hid

8 1hid

8 Chen Xiaotong, Autonomous Driving Can Run at High-Speed Next Year and Beijing s Autonomous Driving
Development Leads the Country, LEIPHONE (Oct. 23, 2018, 11:18 PM),
https://www.leiphone.com/category/transportation/PuctiHzojQTpjvoh.html.

8 Zhineng Wang Lian Qiche Daolu Ceshi Yu Shifan Yingyong Guanli Guifan (Shixing) [ 8RS EEBENIH S
TNENAEEASE (1517)] [Management Specifications for Road Testing of Intelligent and Connected Vehicles
(Trial)] (promulgated by MINISTRY OF INDUS. AND INFO. TECH., MINISTRY OF PUB. SEC. AND MINISTRY OF TRANSP.,
July 27, 2021, effective Sep. 1, 2021) (China).

87 Mark Schaub et. al., Regulating Self-Driving Cars: China, THOMSON REUTERS (Apr. 9, 2018),
https://us.practicallaw.thomsonreuters.com/w-013-7484.
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Further, on March 24, 2021, the Ministry of Public Security of China issued the Draft Proposed
Amendments of the Road Traffic Safety Law.28 The Proposed Amendments clarify the requirements
related to the testing of and access by the vehicles equipped with automated driving functions. It
stipulates that road testing of vehicles equipped with automated driving functions should be
conducted at designated times, areas and routes in accordance with the law. That apart, the
proposed rules also allocate the liability for violation of traffic rules and accidents. It states that
when vehicles equipped with automated driving functions and manual operation modes are
involved in road traffic violations or accidents, the responsibility of the driver or the automated
driving system developer shall be determined in accordance with laws. However, it is unclear as
to how the issues of liability in respect of automated vehicles will be dealt with. Further, the
amendments state that liability for the vehicles, that are only equipped with automated driving

without manual operation, shall be dealt with by relevant departments of State Council.

Apart from these national laws, in 2021, the Standing Committee of Shenzen Municipal People’s
Congress issued the Draft Regulations of Shenzhen Special Economic Zone on the Administration
of Intelligent and Connected Vehicles for public comment. The proposed regulation stipulates
requirements for testing, registration of autonomous vehicles, measures for cyber security and data
protection. The Shenzhen Draft Regulations distinguish between liability for autonomous cars
which are driven with and without drivers. The liability of an autonomous car with a driver will be
dealt under existing laws and regulations. Whereas, for an autonomous car without a driver, the
Draft Regulations identify the controller or owner of the vehicle will be responsible for any traffic
violation or accident. However, if the accident is caused by a defect in the autonomous car, then
such controller or owner of the vehicle may claim compensation from the manufacturer or
distributor of the vehicle. Further, the Regulations divides liability of controller or owner for

vehicle without a driver as follows:

a) For traffic violations and accidents which occur during the continuous execution of all
dynamic driving tasks by the automated driving system and during the time when taking
over of the dynamic driving task, then the controller of the vehicle shall bear corresponding

liability;

8 Daolu Jiaotong Anquan Fa (Xiuding Jianyi Gao) [E &3 B R £ % (18 1] #178)] [Road Traffic Safety Law
(Revised Proposed Draft)] (promulgated by MINISTRY OF PUB. SEC., Mar. 24, 2021) (China).
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b) In other cases, the owner of the vehicle shall bear corresponding liability for any traffic
violations and accidents caused by improper management, use or maintenance of the

vehicle.

6. POSITION IN JAPAN

Apart from U.S.A. and China, Japan had also brought regulatory measures to bring Al driven
vehicles within the purview of legal regulation. The aim of Japanese government is to regularize
fully autonomous driving vehicle to be deployed at specific areas and also to introduce them in a
market as commercial products by 2025.8° Not only policy framework, Japanese government has
also brought noteworthy changes in their road traffic legislations. For instance, in 2019 revisions
were made in Road Transport Vehicle Act which allowed the deployment of autonomous vehicle
up to level 4 which permits deployment of completely unmanned Al vehicle. Prior to this,
permissibility was limited to level 3 which allowed deployment of Al vehicle along with human
assistance to evade any damage. Further, the revised law has also made the Al vehicles subject to
prescribed standards keeping in mind the road safety. That apart, the Road Traffic Act was also
revised which amended the definition of driving and made it inclusive of autonomous driving. The
amended Act also prescribes the necessary conditions for deploying autonomous vehicles of
different levels. Further, specific duties were also imposed upon the drivers of autonomous vehicle
of every level. However, the revised legislations do not provide specific mechanism for locating
the liability in the event of any damage caused due to an autonomous vehicle.*

7. THE WAY AHEAD

It is certain that emergence of Artificial Intelligence (Al) cannot be evaded since it has become the
matter of necessity. Humans encounter with Al systems in his every footstep. From browsing news
in the internet in the morning till asking SIRI to set alarm at night for the next day, human uses Al
techniques. It is obvious that Al has ameliorated human lives to a considerable extent. But being
fascinated with mesmeric abilities of Al, humans have been ignoring the darker side of it. Such

ignorance has put us in confrontation with abundant legal challenges in multiple domains. It is

8 Strategic Headquarters For The Advanced Information And Telecommunication, Gov’t Of Japan, Public-
Private Its Initiative/Roadmaps 103 (2019).

% Takeyoshi Imai, Legal Regulation of Autonomous Driving Technology: Current Conditions and Issues in Japan,
43 IATSS Res. 263, 264-265 (2019).
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unequivocal that these legal challenges are to be addressed with stringent policies and regulatory
mechanism without any unnecessary delay. Taking into account developments made in U.S. and
China, it can be argued that in the matters of regulating automated vehicles the Indian legislation
is not Al-coherent. Nor there are no specific legislation or bye-laws that govern the automated
vehicles. Albeit, the use of automated vehicles is not explicitly forbidden in the existing laws, the
several issues relating to automated vehicles such as, testing, liability for damage, data protection,
cyber security etc. are not covered in the current laws of India. Therefore, it is the need of the hour
to bring legislative measures ensuring the regulation of Al vehicles at one hand and the sustainable

sophistication of the technology for greater good of humans on the other.
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RIGTHTOPRIVACY IN INDIA: LEGISLATIVE AND JUDICIAL
STUDY

Nishant Kumar®
Abstract

In India’s judicial system, the debate over whether privacy is a fundamental right has persisted for
over 50 years and has finally been settled. Historically, humans have always strived for respect,
social status, and affection. Over time, the concept of privacy has evolved from physical to
psychological and now to digital privacy. Data protection rights have also evolved in tandem with
technological advancements. As social media has proliferated, privacy has become a necessity.
Linking Aadhaar cards to individuals, for instance, poses a threat to their privacy. Those who
exercise their Right to Privacy (RTP) can better create an environment conducive to their religious
practices. In this context, the "value of secrecy"” is a cornerstone of our democratic society, as
confidentiality upholds freedoms of expression, association, and individual autonomy, even as the
RTP is encroached upon by government actions.

To broaden the scope of Article 21 and infer rights aligned with international human rights
charters, the Supreme Court adopted a methodology closely tied to these charters. When
interpreting Article 21 alongside Article 12 of the Universal Declaration of Human Rights and
Article 17 of the International Covenant on Civil and Political Rights, 1966, the Court determined
that privacy is essential, as both international documents acknowledge the importance of privacy
protection.

This paper mainly deals with different aspects of privacy, privacy under different laws, absence of

express provision of right to privacy and constitutional safeguard related to right to privacy.

Keywords: Privacy, Article 21, Digital Privacy, Aadhaar, Secrecy.

9L Asst. Prof of Law, Indian Institute of Legal Studies, Siliguri.
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1.1 Introduction

In India's judicial systems, the question of privacy not being considered a basic right has been
debated for over 50 years and has been resolved. Humans fought for their respect, social standing,
and affection during prehistoric periods. A person's privacy has been transferred from physical
privacy to psychological privacy, and then to digital privacy as a result of several transitions. When
it comes to data protection rights, they evolve over time and with technological improvement. With
the expansion of the social media business, privacy has become a requirement. Aadhaar cards,
among other things, would be tied to people, violating their privacy. Individuals who exercise their
RTP are better able to establish an environment suitable to their religious practice. In this context,
the "value of secrecy" is also a cornerstone of our established democratic society, because
confidentiality protects freedoms of expression and association, as well as individual decision-
making autonomy, while the RTP is being violated by government officials.

For the purpose of expanding the scope of Article 21 and inferring certain rights that are not too
far removed from those guaranteed by international human rights charters, the SC adopted a
methodology that was closely aligned with international human rights charters in order to decipher
Article 21.

When interpreting Art. 21 in accordance with Article 12 of the Universal Declaration on Human
Rights and Article 17 of the International Covenant on Civil and Political Rights, 1966, the Court
concluded that privacy is appropriate because both of those global reports recognise the legitimate

significance of privacy protection.

1.2 Indian Aspect of Privacy

Disregarding the way that the RTP isn't unequivocally expressed in the Indian Constitution, the SC
has deciphered the right as a part of two Fundamental Rights: “the right to opportunity ensured by
Avrticle 19 of the Constitution, and the right to life and individual freedom ensured by Article 21
of the Constitution”.

For the purpose of diving further into the privacy jurisprudence developed by courts under the
power granted by each of these Articles, it would be necessary to offer a brief historical background

43 |Page



1ILS LAW REVIEW Vol. 9 Issue 2/2023 ISSN 2320-5318

to each of them. Articles 12 through 35 of the Indian Constitution, which is titled "Fundamental
Rights," provide for several rights that are deemed fundamental to all citizens of the country
“(some fundamental rights, such as the right to life and liberty, are applicable to all persons in India
regardless of whether they are 'citizens.')” Article 13 of the Constitution protects fundamental

rights by prohibiting the state from making "any legislation that takes away or abridges"” them.

In the ongoing time, the subject of RTP was talked about without precedent for the setting of
constituent social occasion, where a change was proposed by K.S. Karimuddin and the RTP was
excluded into the Indian Constitution. Since the 1960s, the subject of insurance has been dealt with
both as a critical right under the Constitution and as a right to point of reference based guideline.
The SC initially held that security was not a fundamental directly in the year 1954 in the case®,
which managed the capacity to check out and hold reports from the Dalmia Group. The court
pardoned the shortfall of a right to security because the Constitution's designers didn't expect for

it to be s0.%

It is difficult to include the quantity of examples wherein Indian courts have deciphered the RTP
as fundamental right. In the accompanying segment, you will observe a rundown of milestone
choices that have extended the extent of the right to security, as well as brief synopses of the Court's

decisions in these cases:

The first ruling was by a seven-judge bench in a case® where the court made the decision in 1964.
For this situation, the RTP was perceived as a fundamental right by a minority of the SC in a choice
gave by a minority of the Court. The RTP, according to the minority justices, is right to individual

freedom, as well as the right to freedom of movement, are both safeguarded by the Constitution.

The question that was brought before the court in this case was whether "surveillance™ under
Chapter XX of the UPPR® constituted a violation of any of the fundamental rights protected by

92 M.P. Sharma v. Satish Chandra AIR 1954 SCR 1077.

% Evolution of RTP, India,:https://www.lawteacher.net/free-law-essays/constitutional-law/evolution-of-the-right-to-
privacy-constitutional-law-essay.php(last visited on April 02, 2022).

9% Kharak Singh V. The State of Uttar Pradesh, AIR 1963 SC 1295.

% Uttar Pradesh Police Regulations .
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Part 11l of the Indian Constitution. Regulation 236(b), which allowed for monitoring by
"domiciliary visits at night," was found to be in violation of Article 21 of the European Convention
on Human Rights. With regard to the interpretation of the words "life" and "personal liberty" in
Article 21, this court went into great detail about the definitions of these words and the term
"personal liberty." Despite the fact that the majority decided that the Constitution did not contain
an express guarantee for the "RTP," they stated that the right to personal liberty includes the right
to dignity as part of it. "An illegal entry into a person's house, and the resulting disruption to him,
is as if it were an infringement of his common law right, an absolute vital to ordered liberty, if not
to the very notion of civilization," the court said. The minority ruling in this case was written by
Justice Subba Rao, who said that "the right to personal liberty includes not only the right to be free
from limits put on his movements, but also the right to be free from encroachments on his private
life." While it is true that our Constitution does not directly proclaim a right to property ownership
as a basic right, the right to property ownership is an essential component of human liberty. Every
democratic society reveres the domestic sphere; it is intended to provide him with relaxation,
physical enjoyment, mental tranquilly, and privacy, among other things. In the end, a person's
home, where he or she lives with his or her family, serves as his or her "castle,” and "it serves as
his or her rampart against encroachment on his or her personal liberty." The views made by Justice
Subba Rao in this case, in particular, paved the ground for following elaborations on the right to

sovereignty under Article 21.

In another case® “the SC affirmed that the RTP is a fundamental right. It characterized the right to
protection from both the right to life and individual opportunity as well as the option to talk
unreservedly of discussion and progress. The RTP was accepted to incorporate and safeguard the
private warm gestures of the house, the family marriage, nurturing, augmentation and youngster

rising”. Regardless, the right to protection depends on "persuading state interest".

In another case?’, the issue was whether or not monitoring of a person constituted a violation of
his "RTP." Specifically, the petitioner's name was included into the surveillance record by the
police under “Section 23 of the Punjab Police Act” without his having been given an opportunity

% Govind v. State of M.P, (1975) 2 SCC 148.
9 Malak Singh v. State of Punjab, AIR 1981 SC 760.
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to be heard. He claimed that he had been denied the opportunity to be heard and that the inclusion
of his name on the registry had violated his RTP under Art. 21. According to the Court, "organized
crime cannot be successfully combated unless suspects are kept under constant surveillance."
While reconnaissance can be valuable in certain circumstances, it can possibly be nosy and to truly
infringe on a resident's privacy to the place where it disregards their “fundamental right to
individual freedom”, ensured by Article 21 of the Constitution, and their right to “freedom of

movement”, ensured by Article 19(1) of the Constitution. This sort of conduct won't be permitted.

In a case®®, which was decided nearly fifteen years after this case, the SC expounded on the RTP.
In particular, the court was concerned with striking a balance between the right of people to protect
their privacy and the freedom of journalists to critically investigate and comment on the conduct
and behavior of public authorities, among other things. In a newspaper, an autobiography of “Auto
Shankar”, who had previously been convicted and sentenced to death for committing six murders,
was published, and a lawsuit was filed against that publication. In his book, he discussed his
interactions and relationships with several “high-ranking police officers”, who would have made
for incredibly dramatic revelations if they had been made public. He appears to have been obliged
to compose a letter denying that he was the author of the autobiography before it was published at
some point before it was published. Understanding this rationale, the “Inspector General of
Prisons” gave a letter excepting the distributing of the personal history in any paper, expressing in
addition to other things that it would abuse the detainee's on right track to mystery assuming his
life account was distributed. Surprisingly, “neither Shankar nor his family” were incorporated as

this appeal's signatory.

The Court found that he had "never authored nor approved the publishing of his memoirs," and
that this was a reasonable assumption. The court then proceeded to inquire if he had any privacy
interests that would be violated if his life narrative was published without his permission, based
on this premise of his innocence. The SC addressed “the right of citizens to privacy in the following

ways”: -

% R. Rajagopal vs. State of Tamil Nadu, (1994) 6 S.C.C. 632.
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(1) The RTP is implied in the right to life and liberty given to inhabitants of this nation by Article
21 of the Constitution. The "right to be left alone" is a legal concept. Among other things, a citizen
has the right to preserve his or her own personal information, as well as information about “his or
her own family, marriage and reproduction, maternity, childbirth and education”. No one is
allowed to print anything on the aforementioned subjects without his permission, whether it is true
or not, and whether it is laudatory or critical. This would be a violation of the person's RTP, and
he would be responsible in an action for damages if he did so. Those who actively plunge
themselves into controversy, as well as those who voluntarily encourage and increase controversy,

may find themselves in a more favorable position.

(2) Any distribution including the previously mentioned angles becomes unobjectionable assuming
the distribution depends on openly available reports, for example, those obtained by means of a
courtroom, dependent upon the special case set out in passage (2). Because of the way that once
an issue becomes freely available report, the right to security is not generally safeguarded, and it
turns into a genuine subject for banter by the press and different media sources, in addition to other
things, this is the situation. In light of a legitimate concern for respectability, in any case, we accept
that an exemption for this standard ought to be made “Article 19(2)”, specifically, that a female
who has been the casualty of a rape, capturing, kidnapping or a comparative offence ought not be
exposed to the further insult of having her name and the episode broadcasted in the press or media.
This justification was used to support a newspaper's “right to publish” “Shankar's autobiography”,
even without his permission or license, to the extent that this story could be cobbled together from
publicly accessible facts, as was the case in this case. The court said they "may be infringing his
right to private," and "they will be accountable for the consequences in line with law" if they went
any farther than that. A significant finding by the court was that "the remedy available to the

aggrieved public officials/public figures, if any, is after the publication of the decision."®

In a landmark case'® the SC extended the extent of the RTP to remember trades for which the
court was approached to assess whether wiretapping comprised an attack on an occupant's widely
inclusive “RTP”, and assuming the public authority was mishandling the sacred safe-gatekeepers.

% Ibid.
100 pegple's Union for Civil Liberties v. Union of India AIR 1997 SC 568.
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As per a report given by the Central Bureau of Investigation on the “Tapping of Politicians
Telephones”, which uncovered various peculiarities in the tapping of phones, the examination was
opened. As per the Court, the accompanying detectable realities with respect to 'one side to
assurance' in India: "The RTP without the help of others has not been recognized under the
Constitution. As a thought, it may be unnecessarily wide and moralistic to portray it judicially.
Whether the right to assurance can be ensured or has been infringed in a given case would rely
upon the ongoing real factors of the said case."”

1.2.1 The Privacy Case!™
The SC of India delivered its choice in the notable established case known as “K.S Puttaswamy v
Union of India” on the 24th of August, 2017. The case was heard by a nine-judge bench. In an
alarming and exhaustive 547-page judgment, the SC of India perceived that privacy is an
intrinsically safeguarded squarely in the country. Due to this milestone administering, sacred

difficulties against a wide scope of Indian regulations will likely be recorded from now on.

Background

“For this case, a test was brought against the dependability of the Aadhaar project, which means
to make a data set of individual ID and biometric data for each Indian resident. Aadhaar is a 12-
digit distinguishing proof number that is connected to specific biometric information like as eye
outputs and fingerprints. In excess of a billion Indians have so far been selected under the plan,
which has been executed starting around 2010. Enlistment has now been made expected for
movements of every sort like as submitting charge reports, making financial balances, acquiring
advances, buying and selling land, and in any event, making acquisition of 50,000 rupees or more

in esteem”.

Based on the “RTP”, Retd. Justice K.S. Puttaswamy (Retired) documented a suit in the SC in 2012,
challenging the authenticity of Aadhaar in light of the fact that it disregarded the constitution.

101 Justice K.S. Puttaswamy (Retd.) v Union of India, (2017) 10 SCC 1.
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The Government argued that there was no constitutional right of privacy in view of a unanimous
decision of eight judges in M.P. Sharma case!®? and a decision by a majority of four judges in

Kharak Singh case!®®

. The case was heard by a three-judge Bench of the Court, which ruled on the
subject on August 11, 2015, and directed that it be sent to a larger Bench of the Court for
consideration. On the 18th of July, 2017, a “five-judge Constitutional bench” ruled that the dispute
be considered by a “nine-judge Constitutional bench”. A temporary injunction against forced
linkage of Aadhaar with benefits distribution was issued by the bench hearing the constitutional

challenge against Aadhaar while it waited for clarity on the RTP to be provided to it.

Judgment

This brought about what must be a possibility for the qualification of the longest contemplated
judgment at any point composed by a court, since every one of the nine individuals from the Court
wrote six separate perspectives. A couple of key examples can be found in these outcomes, which
make it difficult to concisely sum up them.

It is the fundamental judgment, which was conveyed by Dr D Y Chandrachud J in the interest of
four different judges in a 266-page masterpiece of a decision. Regarding Indian homegrown case
regulation, it digs into the center of protected privileges as well as the idea of private freedoms in
extensive detail. It additionally thinks about International and Comparative Law on Privacy (from
England, the US, South Africa, Canada, the European Court of Human Rights and the Inter-
American Court of Human Rights). Various issues with the protection teaching are tended to,
including those raised by Bork, Posner, and women's activist adversaries, as well as those raised
by others.

Indian Constitution doesn't explicitly safeguard individual’s privacy, there was an issue for the
Petitioners for this situation. Notwithstanding, the Indian Constitution, then again, is a living report
that changes with time. Although, the Constitution contains "values,” courts have tried to give
impact to them by perusing indicated major freedoms assurances as covering a wide assortment of

additional privileges what's more allowed by the Constitution. "No individual ought to be denied

102 \M.P. Sharma v. Satish Chandra , (1954) SCR 1077.
103 Kharak Singh v. State of Uttar Pradesh, (1964) 1 SCR 332.
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of his life or individual freedom except if in accordance with the method approved by regulation,”
as per Art. 21, which is the most fundamental arrangement in this regard.

This provision was recently interpreted to encompass rights to a timely trial, legal help, housing, a
healthy environment and freedom from torture as well as the right to make a livelihood, according to
the most current interpretation'®. On this point, the Hon’ble Chandrachud J. observes that this
clause has been understood to include, among other things, the rights to a quick trial, legal
assistance, housing, and a healthy environment; freedom from torture; reputation; and the right to
make a livelihood. Privacy is an unassailable right in the context of basic freedom or liberty. With
regard to the “essential nature of privacy," Chandrachud J analyses “the concept of privacy as being
founded on autonomy and serving as an essential element of dignity”'%, finding that it is "based

on autonomy and serving as an essential component of dignity."

"Dignity cannot exist in the absence of privacy. Both are rooted in the intrinsic rights to life, liberty,
and freedom that have been recognized by the United States Constitution. Individual sanctity is
exemplified at its highest level by the RTP. A constitutional principle that cuts across the spectrum

of fundamental rights and safeguards an individual's zone of choice and self-determination."%®

As to the possibility of "Informational Privacy,” Chandrachud J. examining a scope of scholastic
composing styles in the other part of the judgment. He finishes up with a suggestion. The judgment
contains a data realistic from a book by Bert-JaapKoops named "A Typology of Privacy," which
portrays the accompanying standards to convey the crucial thoughts of security: “It is noted in the
judgment as endorsing the 2012 Report of the Expert Group on Privacy, which characterizes nine
standards for defending individual data and is perceived as point of reference (which share a lot of

practically speaking with the EU information assurance standards)”

On pages 260-265 of the text, the discoveries of the joint choice are spelt out exhaustively. It has
been observed that the right to security is an unavoidably shielded right that stems fundamentally
from Article 21 of the US Constitution and that it ought to be regarded. Notwithstanding, any

104 Justice K.S. Puttaswamy (Retd.) v Union of India, (2017) 10 SCC 1 (for a list see Pg. 150).
105 1hid.
106 Justice K.S. Puttaswamy (Retd.) v Union of India, (2017) 10 SCC 1 (At Pg. 169).
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mediation should finish the three-section assessment of (ii) lawfulness; ( ii) the need of
accomplishing a genuine point; and (iii) the proportionality prerequisite before it tends to be
thought of as defended (p.264). As recently expressed, since instructive security is viewed as a part
of the RTP, the public authority will be constrained to set up a broad information insurance system.

A number of other important problems are addressed in the joint judgement as well.

Initially, the court reaffirms that sexual direction is a principal component of privacy, discouraging
a past choice that upheld Section 377 of the Indian Penal Code, which basically condemn same-
sex connections between consenting grown-ups in specific circumstances. Suresh Koushal's
case'%’ is presently being heard by a Constitution Bench of the SC, which is discussing the decision

about whether to topple his past conviction.

For the second time, Chandrachud J overturns his father's (Chandrachud CJ) judgement in the well-
known case!®®, which determined that essential rights may be suspended during the Emergency.
Despite the fact that “the 44th Constitutional Amendment proclaimed the ADM Jabalpur
judgement null and unconstitutional, the matter has now been legally resolved”. According to
Sanjay Kishan Kaul J, in his concurring judgement, “"the ADM Jabalpur case... was an aberration
in the constitutional jurisprudence of our country, and the desirability of burying the majority
opinion ten fathoms deep, with no chance of resurrection™ was "an aberration in the constitutional

jurisprudence of our country."

On the merits, R F Nariman J handed down a 122-page decision, with four other justices providing
relevant concurring opinions. According to the Court's decision, the RTP is guaranteed by Art. 21
as “a component of the right to life and basic liberty”. It was concurred that the case ought to be

dispatched back to the first three-judge bench for a choice on the benefits.

Comment
A considerable deal of legal and political significance has been placed on this ruling, which has

been widely acknowledged. According to the head of the Opposition Congress party, it "would go

107 Suresh Kumar Koushal v. Naz Foundation (2014),
108 ADM Jabalpur v Shivakant Shukla (1976).
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down in history as one of the most significant judgements issued by the SC since the inception of
the Indian Constitution." According to the Hindustan Times, "the country could not have received
a finer present from the court on the occasion of its 70th anniversary of independence.” The case

has been seen as a huge defeat for the “BJP administration”.

In particular, the extensive examination of problems of digital privacy, which are becoming
increasingly significant both in India and abroad, is a standout element of the joint opinion.

The Aadhaar program's long-term viability has been called into question, and in light of the
statements of the majority, there is a considerable likelihood that the SC will now strike down
legislation criminalizing same-sexual relationships. The joint ruling makes it abundantly plain that
the Indian government is now under a responsibility to develop a data protection system in order

to preserve the privacy of individuals in the country.

1.3 Different Aspects of Privacy

Having an actual asylum where we might be liberated from interference, interruption, disgrace, or
responsibility is an objective common by us all, similar to an undertaking to direct the timing and
way of revelations of individual data around oneself. There are many aspects of privacy where an

individual’s privacy could be infringed, some of them are discussed below.

1.4 Privacy With Respect to Medical Profession

In 2002, the “Indian Medical Council (Professional lead, behavior, and morals)”, regulations,
which contain “moral constraints” that are maintained by disciplinary activity in case of a pass,
were educated regarding the work done on clinical practice standards and the assembling of the

clinical get-together of India.

Some of the items in these recommendations are concerned with privacy, such as the following:
Each doctor is required to maintain clinical records pertaining to indoor patients for a period of
time that is at least as long as the time from the date of the commencement of the treatment. Upon
request by the patients, authorized experts, or authentic specialists included, these documents

should be provided within 72 hours of the request being received.
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Doctors ought to know about patient’s confidences about their own or home resides that they have
put in the possession of a specialist for security. With regards to patients who are seen during
clinical inclusion, deserts in their mentality or character ought to never be uncovered except if such
divulgence is expected by state regulation. The rules additionally propel the specialist to consider
if “his job to society expects him to utilize information, got by means of conviction as a specialist,
to safeguard a sound individual from a transferable infection to which he is going to be uncovered.”
This is a combative issue. In such a case, the guidelines address the doctor to “go about as he would

wish one more to act toward one of his own family in like conditions”.1%

“An enlisted clinical master ought to examine the secrets of a patient that have been learned over
their calling, except for the accompanying circumstances:
1. inan authority court requested by the Presiding Judge;
2. in circumstances where there is a dead serious and recognized hazard to a particular
individual and additionally neighborhood;
3. notifiable diseases.!?®”
4. American specialists are likewise restricted from distributing photos or case reports of
patients without their understanding in any clinical or other diary in a way that might be
utilized to decide their character. On the odd opportunity that the personality of the person

wouldn't be uncovered, the authorization isn't required.

In a case,*? the inquiry under the watchful eye of the SC to decide whether the expert's exposure
that his patient, who was going to be hitched, had tried HIV positive would comprise an
infringement of the patient's general right to security. The SC discovered that the right to protection
was not outright and that it very well may be appropriately confined to forestall bad behavior,
disarray, or protection of one's own or others' prosperity or morals, or to guarantee the benefits and
chances of others. That the suitable for life of a lady with whom the patient was to be hitched

would vehemently incorporate the choice to be educated that a person with whom she was

109 Indian Medical Council (Professional conduct, Etiquette and Ethics) Regulations 2002.Article 2.2
110 Indian Medical Council (Professional conduct, Etiquette and Ethics) Regulations 2002Article 7.14 .
111 | bid.

12 Mr."X' v. Hospital 'Z',AIR 1999 SC 495.
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proposed to be hitched was an overcomer of a deadly disease that was genuinely adaptable, was
perceived by the court as sensible. Since the right to life contained the right to a solid life, which
incorporated the option to take an interest in every one of the elements of the human body in the

most ideal condition, it was resolved that the specialists had not abused their right to protection.

1.5 DNA And Other Forensic Technologies & Privacy

Definitely, the huge number of legal innovation and data accessible, like fingerprints, penmanship
tests and photos, and DNA information, is immensely gainful in the examination of wrongdoings.
This is particularly valid for savage wrongdoings. Since the human body continually takes the
stand self-implicates itself, it is possible for an individual to be indicted for a wrongdoing in view
of these numerous real indications while never having articulated a word. Concerns have been
raised about whether the utilization of penmanship and finger engravings would go against Art.
20(3) of our Constitution, that's what which gives “No individual blamed for any bad behavior

ought to be compelled to affirm in his own protection.”

The SC of India considered this issue in the Kathi Kalu Oghad Case'*3. An individual blamed for
a wrongdoing is compelled to "be an observer against oneself," as per the solicitor, since proof is
gotten through regulations, for example, the “Identification of Prisoners Act”, which disregards
Art. 20(3) of the Constitution. As a mark of correlation, that's what the court established “requiring
a charged individual to give their example penmanship or mark, as well as impressions of their
thumb, fingers, palm, or foot, to an examining official or compelled of a court, didn't abuse Article
20(3).” “There was no inborn impulse in the receipt of data from a denounced individual who was
in the authority of a cop; rather, it will be an issue of reality for each situation, which not entirely
set in stone by the court in view of the proof before it, with regards to whether impulse had been

utilized in the procurement of the data,” the court expressed.

When it comes to the validity of DNA, there is some debate. In the case of Thogorani Alias K.

Damayanti case!', the Orissa High Court, after taking into consideration the concerns regarding

113 State of Bombay vs Kathi Kalu Oghad and Others, AIR 1961 SC 1808.
114 Thogorani Alias K. Damayanti versus State of Orissa and Ors, 2004 Cri L J 4003.
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privacy, laid down the following principles, which are applicable in the following instances or for
the following reasons:
e the degree to which the denounced may have partaken in the commission of the
wrongdoing, if by any means, in the examination of the wrongdoing
e The gravity of the offense and the conditions where it is committed are both thought
of.
e The idea of the offense that was committed.
o The age, state of being, and psychological wellness of the charged are completely
referenced to the degree that they are known.
e Consider assuming a not so much intrusive but rather more practical methodology of
gaining proof that will in general confirm or deny the cooperation of the charged in

the wrongdoing might be used to assemble proof for the situation.

What are the accused's justifications, if any, for declining to give consent?

The rules that support such 'advances' range from changes in breath to planning the electrical
movement in various region of one's cerebrum; in any case, what they all share for all intents and
purpose, as per Lawrence Liang, is that they “keep up with that there is an association among body
and brain; that physiological changes are characteristic of mental states and feelings, and that data

about a singular's subjectivity and personality can be gotten from the information.”.**®

The Bombay High Court upheld these technologies in the Ramchandra Ram Reddy case'*® by
adopting the rationale of the Kathi Kalu Oghad case, which was previously explored. It was found
by the court that main ‘statements’ made under coercion by a charged were dependent upon the
limitation contained in Art. 20(3), and that main 'declarations' were dependent upon the
forbiddance. Since "any of these tests brings about the creation of a guide of the mind," That's what
the court verified " brain mapping and falsehood locator tests, in which a guide of the cerebrum is

shaped, too as polygraph tests, can't be considered to comprise an assertion."

115 Keynote address given to the 93rd Indian Science
Congress.:http://www.sarai.net/publications/readers/07frontiers/100-110_lawrence.pdf (last visited April
21, 2022).

116 Ramchandra Ram Reddy v. State of Maharashtra, (2205) CCR 355 (DB).
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According to the court, It might just be alluded to as "the data procured or removed from the

observer" probably, the Court rules.

In the landmark decision'!’, the SC overturned the lower court's ruling. The SC, rather than the
Bombay High Court, obviously referred to one side to protection in its judgment proclaiming these
advancements to be illegal under the Indian Constitution, and this was whenever this first had
occurred. Nonetheless, regardless of the way that these are painless activities, that's what the court
verified "the significant issue isn't such a great amount with how they are directed for all intents
and purposes with the repercussions for the people who are exposed to them.” Numerous worries
have been raised about the utilization of procedures, for example, "Mind Fingerprinting” and
"FMRI based Lie-Detection,” including the assurance of mental protection and the outcomes that
might result from deductions drawn about a subject's veracity or information comparable to the
conditions of a wrongdoing.

Following that end, the court established that such strategies attacked the informer's psychological

protection, which was a fundamental part of their own freedom, and were accordingly unlawful.

1.6 Privacy In Digital World

During the composition of the ever-evolving paper by Samuel D Warren and Louis D. Brandeis,
they perceived the need of keeping up with protection standards in the middle, particularly despite
new mechanical turns of events. Data sent through worldwide organization might go through
various PCs agreeable to directors might catch and store online data. Further, an individual's
exercises might be observed by the specialist co-op to which the individual have bought in and by
the sites visited by him 118

In the perspective on quick development of protection annihilating advancements and time of
'dataveilliance' there are no essentially online administrations that ensure outright privacy.*°
RTP is consistent to the interests of the state. This engages the policing to get to individual data of
any individual through web, block their correspondence and put any individual under
reconnaissance. Digitization of data has helped policing in checking an individual. With

117 Selvi v. State of Karnataka, AIR 2010 SC 1974.
118 T Basanth, Impact of USA Patriot Act on Cyber privacy: A Revisit, (2006), Vol V IJCL 23, P. 24.
119 A Micheal Froomkin The Death of Privacy,52 stan.l.Rev.1461,1468(2000).
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digitization, besides the fact that recorded data be can held endlessly at little expense, yet
additionally the data held by traders, safety net providers and government offices can be promptly
be shared, opening the best approach to gathering all the recorded data concerning a person in a

solitary computerized document that can without much of a stretch be recovered and looked.*?

The Indian Telegraph Act of 1885 fills in as the essential legitimate supporting for observing and
capture attempt in India, and it was passed by the Indian Parliament in 1885. Assuming a public
crisis happens or then again assuming the overall population’s security is risked, any official
extraordinarily approved for this sake by the Central Government or a State Government may,
whenever fulfilled that it is important or practical to do as such in light of a legitimate concern for
India's power and respectability, protection of the State, cordial relations with outside nations,

public request, or for some other explanation might arrange the disintegration of Parliament.

1.7 Privacy Under Different Laws

1.7.1 RTPin ADR (Alternate Dispute Resolution)

The SC of India by a 9-Judge bench has delivered a landmark judgment in “Justice K S Puttaswamy
(Retd.) and another v. Union of India and others?! on 24th August 2017, where it was held that
the RTP is protected as an intrinsic part of the right to life and personal liberty under Article 21
and as a part of the freedoms guaranteed by Part |11 of the Constitution of India (hereinafter referred

as “privacy judgment”).

The appointed authorities were of consistent view that Privacy, in its easiest sense, permits every
individual to be abandoned in a center which is sacred. This was tolerating the perspective on
Warren and Brandeis, "The RTP"??, where it is expressed that as legitimate freedoms were
widened, the right to life had "come to mean the option to appreciate life - the option to be let

alone".

The nature of fundamental rights has been examined in the ruling, and it has been determined that

fundamental rights, in other words, are primordial rights that have historically been regarded as

120 Richard A. Posner. Privacy, Surveillance and Law, 75 U. Chi. L. Rev. 245, 248(2008).
12L\Writ Petition (Civil) No. 494 of 2012.
122 Harvard Law Review (1890), Vol .4, No. 5.
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natural rights have been acknowledged. In that sense, these rights are inextricably linked to the
existence of humans. This is an acknowledgment of their existence previous to the adoption of the
Constitution, which is why it has been protected by the Constitution. It was determined that the
RTP is a necessary corollary of the individual's ability to exert control over his or her own
personality. In the view that certain rights are inherent in or natural to a human being, it has its
origins in the concept of natural law. Natural rights are inalienable because they are inextricably
bound up with the existence of the human being. Without the existence of natural rights, it is

impossible to imagine the human element in any given situation.

According to the SC, the RTP is an element of human dignity, and that the sanctity of privacy is
derived from its functional link with dignity. Individual autonomy and the right of every person to
make critical decisions that determine the path of their lives are recognized under the concept of
privacy. The privacy movement acknowledges that living a life of dignity is necessary for a human
being to be able to exercise the liberties and freedoms that are the foundation of the United States
Constitution.

According to the SC, the RTP is an element of human dignity, and that the sanctity of privacy is
derived from its functional link with dignity. Individual autonomy and the right of every person to
make critical decisions that determine the path of their lives are recognized under the concept of
privacy. The privacy movement acknowledges that living a life of dignity is necessary for a human
being to be able to exercise the liberties and freedoms that are the foundation of the United States

Constitution.1

This decision opens the door of scholastic and scholarly discussions concerning what this truly

means and how can it influences our lives?

It is recognised by the ACA that an individual's autonomy in deciding the way in which a
disagreement must be resolved is respected. It grants him the authority to make decisions on all of
the fundamental tenets of dispute resolution, including WHO should resolve the dispute (choosing

the mediator or arbitrator), HOW it should be resolved (law/rules applicable to the process),

123 Advoacte Anil Xavier, The RTP In Alternative Dispute Resolution, (August 27, 2017).
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WHERE it should be resolved (venue and seat), and WHAT should be resolved (what should be
resolved), among other things (matters referred for dispute resolution). The fact that the concerns
that may be resolved via alternative dispute resolution are fundamentally rights in personam means
that ADR gives the parties with the possibility to choose a technique that assures total anonymity
of both the subject matter and the procedure in question. It is necessary for the parties' voluntary
choice to participate in an alternate dispute resolution method that they be assigned a private place
and that they be granted the right to be left alone throughout the process, both of which are required

by law.?

As per the Privacy governing, this freedom of the individual is attached to issues that might be
kept mystery. These are worries about which there is an authentic assumption for security as well

as insurance from unwanted interferences of one's life.

The gatherings are picking the course of ADR to ensure that messy material isn't washed openly.
They need complete classification and privacy about current realities or items in the question. As
per the SC, privacy safeguards an individual from being investigated by means of the radiance of
public openness in issues that are private to him. As a matter of fact, assurance fills in as the
establishment for all opportunity, since privacy permits every individual to pick how opportunity

ought to be best practiced in their own life.

If a settlement understanding under Section 73 of the ACA or an arbitral choice under Section 31
of the American Arbitration Act, which addresses the end result of an intercession or mediation
methodology, are tested in court under Section 34 of the ACA, what occurs straightaway? Is this
singular's more right than wrong to protection regarded?

The SC has said that like the “right to life and freedom”, “privacy isn't absolute”. Any shortening
or trouble of such honor would need to happen inside the structure of an administrative framework.
The arrangement illustrated by the guidelines ought to be evenhanded, just, and sensible. The
regulation that is ordered to oblige the edited version of the right should be dependent upon the

very established securities as the law that sanctioned it.

124 Advoacte Anil Xavier, The RTP In Alternative Dispute Resolution, (August 27, 2017).
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Not entirely set in stone by the SC in its assessment of privacy prerequisites that the demonstration
of associating with others is inseparably connected to the demonstration of shielding one's privacy,
whether straight forwardly or in a round about way, by impact on the ways of behaving are tried
to be safeguarded from obstruction. Accordingly, when a dispute resolution procedure is chosen
with the expectation of confidentiality, bringing the matter up for discussion in the judgement and
making it available to the public will undoubtedly infringe on the parties' right to private. As
previously noted, any reduction or denial of that right would be subject to a legal process that
would be established by the government. Is there a method under the Affordable Care Act for
restricting that RTP?

As indicated by my perceptions, this isn't true. There are just seven purposes behind challenging
the honor under Section 34. A party's insufficiency, the legitimacy of the intervention arrangement,
whether the party was given satisfactory notification of the arrangement of a judge or the initiation
or continuation of discretion procedures, and whether the organization of the arbitral council or
arbitral method was as per the gatherings' understanding are the four grounds on which they can
depend. The gatherings can depend on any of these four grounds to help their cases. As per these
four reasons, it isn't fundamental for the court to assess current realities or question that was settled:;
rather, it is simply expected to audit the arrangement between the gatherings and any procedural
papers relating to the beginning and progress of the assertion cycle. Other than that, a court has the
position to consider whether the arbitral honor manages a question that was not pondered by or
didn't fall inside the conditions of the accommodation to mediation, or whether it contains choices
on issues that were excluded from the accommodation to assertion, whether the topic of the debate
is equipped for settlement by intervention under Indian regulation, and whether the arbitral honor
is in struggle with Indian public arrangement. To maintain these contentions, the court will likely
need to investigate current realities of the case or the conflict. Whether they ought to dissect and
analyze current realities as though they were managing the matter as though it were an allure
wherein the court might mediate with the verifiable finishes of the lower court is at issue here.
There have been an extraordinary number of situations where the SC has decided that the mediator
is the selective adjudicator of the quality and amount of proof, and that not the court's must capacity
as an appointed authority of the proof gave to the person in question by the gatherings.

60|Page



1ILS LAW REVIEW Vol. 9 Issue 2/2023 ISSN 2320-5318

As the SC has explicitly ruled, the “RTP of any individual” is basically a natural right inherited by
every human being at birth and that such right continues with the human being until he or she
breathes his or her final breath. One of those cherished rights that every civilised society regulated
by the rule of law constantly recognises in every human being and is under an obligation to
recognise such rights in order to maintain and preserve the dignity of an individual is the right to
bear arms in self-defense. This is particularly significant because the RTP is rapidly being
recognised not only as a valuable right, but also as a fundamental right in constitutional
interpretation.

Consequently, while dealing with an issue under Section 34 or 9, the court must be cautious not to
go into detail into the facts of the case, but must instead restrict itself to considering the legal

features of the case as specified under Section 34.

While it is basically a murky perspective, | am persuaded that this judgment has generated a large
number of groundbreaking insights. Moreover, as the SC has expressed, “the old request changeth,

preparing for the new”.

1.7.2 Aadhar Act Vis-A-Vis RTP

RTP is avital Human Right. The UID claims itself to be a deliberate plan. Nonetheless, thoroughly
examining to the complex functional construction that the UID Scheme takes on, the genuine
assignment of enlistment lies altogether in the possession of outsider 'Recorders' who incorporate
a mass of Central and State government backed retirement and government assistance offices
(counting the Ministry of Rural Development which controls the Rural work ensure plot), banks
and insurance agency. There isn't anything in the Aadhar Scheme that forbids these Registrars from
gaining admittance to their administrations gave, one's agree is acquired to UID enlistment.
Practically speaking, a significant number of them have and will keep on making UID enroliment
a fundamental custom before access is conceded to their administrations. So the resident's
‘opportunity' to oppose UID enlistment relies upon their capacity to surrender, say, least assurance
of the right to work, cooking gas, banking and protection administrations, food proportions and so
forth.
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The Aadhaar system has been hailed as one of the most ambitious undertakings undertaken by the
Indian government. With the passage of the Aadhaar (Targeted Delivery of Financial and Other
Subsidies, Benefits, and Services) Act, 2016, the Aadhaar programme received formal legitimacy
for the first time since its inception in 2009. There have been several privacy rights challenges in
India as a result of the Aadhar scheme's goal of providing each person with an individual
identifying number. When it comes to the Aadhar programme, privacy rights issues are based on
questions of dignity, informational self-determination, and informed permission. On September
26, 2018, a five-judge panel affirmed the constitutional legality of the Aadhaar Act, but knocked
down certain clauses that have resulted in a significant diminution in the functional nature of the

statute.1?®

The RTP proclaimed as a fundamental right by the SC of India in the Justice K.S. Puttaswamy
case'?® structures a significant triumph for the privacy banter in India. The information insurance
and privacy privileges based authoritative system is additionally seeing significant advancement
with the B N Srikrishna council postponing the report as well as the draft data protection bill.

The advancing acknowledgment of the RTP warrants an unambiguous response to the inquiry:
Whether the Aadhar scheme is in predictable inside the structure of sacred assurance of RTP and
right to life? In such manner, the 2016 regulation was exposed to judicial review by the five-judge

bench.

1.7.3 Concerns With Respectto Majority Judgment

The majority judgment written by Justice A K Sikri, while declaring the Aadhaar Act to be
constitutional, has struck down provisions such as section 33(2) [allowing for disclosure of
information in case of national privacy exception] as well as section 57 [which allows the private
entities to use Aadhaar for identification]. The majority judgment relied on the important judicial
review principle of proportionality of government action in evaluating the Aadhaar Act. The three

—factor test as provided in the RTP case, Justice K.S. Puttaswamy (Retd.) v. Union of India®?” was

125 Dr. Deva Prasad And Suchithra Menon, Aadhar Judgment: Certain Concerns, Sept. 30, 2018
126 K S. Puttaswamy v. Union of India (2017) 10 SCC 1
127 | bid
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also relied in the majority judgment. Justice Chandrachud in the RTP case mentions about three-
fold requirement for any reasonable assessment for discounting the privacy rights:

e The essential precondition for the presence of a guideline approving an intrusion on
protection is an express necessity of Art. 21.
e The prerequisite of a need, from a true State viewpoint, guarantees that the nature and

content of the law forcing the limitation fall inside the sensibility zone.

e The third condition guarantees that the administering body's activities are predictable with
the thing and prerequisites looked to be achieved by the law.

However, a variable that requires appropriate consideration was the weighty dependence of greater
part choice in the accommodation made by UIDAI under the steady gaze of the SC. The subject
of conceivable state observation as well as plausibility of information break and prohibition of
resident from taxpayer supported organizations and plans was alleviated based on that reality that
UIDALI has asserted the framework to be generally secure. Edge of RTP and established standards
of proportionality as well as respect prerequisites were constricted while maintaining the protected
legitimacy of the Aadhaar Act as reasonable restriction.

Despite the fact that the majority has struck down Section 33 (2) as well as Section 57, the larger
rationale for upholding the Aadhaar Act as constitutional fails to meet the test of reasonable

objective and reasonable means to impinge on the RTP, as set forth in the SC of India.

1.8  Absence Of Express Provision for RTP

Art. 21 of the Indian Constitution expresses that "No individual will be denied of their life or
individual freedom besides as per the strategy laid out by regulation,” and the expression "life" is
meant include an expansive scope of parts of an individual's life that add to making it significant,
complete, and, most importantly, significant. Each achievement of mankind anytime in its set of
experiences has consistently had a positive and negative part. As per the Indian Constitution, the
right to security isn't perceived as a Fundamental Right. The extent of this honor was recently
challenged in the Kharak Singh Case, which brought up issues about the authenticity of specific

rules approving the surveillance of suspects. This is overseen by SUBBA RAQ J's. minority choice,
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and the SC assessed the right to security by and by in 1975 under Article 19(1) (d). JEEVAN
REDDY J. expressed at one point that under Article 21 of the Constitution, the fundamental right
to security is invulnerable. This right alludes to the capacity to quit an agreement. In the system of
perception, it has been observed that observation might abuse the right to improvement, as
safeguarded by Articles 19(1) (d) and 21 of the Constitution, assuming it interferes and
considerably imperils the private of occupants. The Supreme Court of India verified that the right
to insurance is "normally got from life and opportunity.” The idea of protection depends on late
innovation leap forwards that have brought about emotional changes in the existences of
everybody in the world. In the present globalized society, all public corporations and people have
fostered a strategy for checking routine human way of behaving that is exceptional ever. Also, all
kinds of people in the public eye can utilize contemporary cell phone cameras to catch their own
considerations or decisions, as well as their affiliation or organization decisions, as well as
unwittingly talking or dialing while not connected to the web, etc. Incidentally, clients of cell phone
cameras are indifferent about others' security, as there are no extra prerequisites to follow.
Individuals are turning out to be progressively acquainted with utilizing media innovations, yet

many know nothing about the constraints related with their utilization.

1.9  Constitutional Safeguards Related to RTP

There has been an extremely interesting development in India's constitutional status since the
assassination of Sonia Gandhi in November of last year. Countless judgments have been decided
by the SC that Art. 21 is the cornerstone of India's fundamental rights, hence it is fair to say that
Art. 21 has multiple dimensions. It broadened the scope of the discussion and clarified the meaning
of two key words: "life" and "freedom." The definitions of these two concepts should be quite
specific. The RTP is one of the rights that have been eliminated as a result of the extension of
Art.21 of the Constitution. In this regard, the Constitution, in particular, does not provide for the
creation of any privacy interests. There are numerous advantages to Art.21 that have been
highlighted.

In accordance with Art. 21 of the Indian Constitution, "no one shall be deprived of his life or

personal freedom unless required to do so by the law." Individual 